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Summary

Climate and environmental policy is security policy.
A society cannot defend itself without societal resil-
ience. This is also recognized by the German govern-
ment’s National Security Strategy with its ‘integrated
security’ approach. In addition to the country’s resil-
ience and ability to defend itself, it also places empha-
sis on preserving the natural life-support systems.
However, the integrated operationalization and inter-
linked implementation of security and environmen-
tal policy have been inadequate up to now. Against
this background, the WBGU turns its attention to the
ongoing security policy debate at the federal level,

its meaning much more broadly than in the current
discourse and in Germany’s National Security Coun-
cil. Shaping security policy as a policy for the future
requires the sustained protection of our life-support
systems and, in addition, the targeted promotion of
social cohesion as the foundation of internal, exter-
nal and economic security and democracy’s ability to
act. Furthermore, it is important to guarantee infor-
mation integrity as the basis for a robust (wehrhaft)
democracy, to use technologies and raw materials
in a balanced way and reduce one-sided dependen-
cies, as well as to strengthen international relations.

the EU level, and in a multilateral and plurilateral con- A future-oriented, integrated security policy should

text: it argues in favour of integrating the fight against
environmental risks more into security-policy instru-
ments, and considering them as part of the national
and international security architecture - for example
within the framework of strategic partnerships and
security-relevant institutions. Here, the WBGU draws
on the concept of ‘integrated security’ as used in
Germany'’s National Security Strategy, but interprets

address the challenges associated with these fields of
action - climate and environmental protection, social
cohesion, information integrity, increased technolog-
ical and raw-material sovereignty and international
cooperation - and incorporate them into a multidi-
mensional security architecture. This is how a co-
operative, long-term, resilient and sustainable secu-
rity policy can be achieved.



Description of the current
situation

The start of Russia’s war of aggression against Ukraine
on 24 February 2022 also shook German and European
societies to their foundations. A new feeling of insecu-
rity began to spread. The US National Security Strat-
egy published in 2025 and the US government’s recent
actions and territorial claims, some of which violate
international law, also underline the need for Europe
and the European Union to expand their own defence
capabilities independently of the USA. However, limit-
ing security-policy debates exclusively to present-day
defence-policy issues and expanding military capacity
ignores the considerable existing and constantly increas-
ing risks to our life-support systems, social cohesion and
our own ability to act, and thus the risks to a robust
(wehrhaft) democracy, to sovereignty and reliable inter-
national relations.

Security discourse in Germany

In addition to the military threat, the risk landscape in
Germany and European societies is significantly shaped
by the interplay of dynamics resulting from advanc-
ing global warming, biodiversity loss, water scarcity,
pollution, land degradation and desertification, ocean
acidification and rising sea levels. But also structural
change in economic and social systems, including infor-
mation platforms and artificial intelligence (AI), and the
associated social polarization and political autocratiza-
tion processes as well as geopolitical upheavals play a
role. These dynamics challenge society’s ability to act
and shape its future, and thus its ability to resist and
defend itself. Germany, like all countries, must learn to
deal with this multidimensional risk landscape; and the
Federal Government must ensure the corresponding
political and societal ability to act.

»The military focus falls short
considering the multidimensional
risk situation.«

A comprehensive understanding of security can be
found in the Integrated Security Approach of Germany’s
2023 National Security Strategy. In addition to military
robustness (Wehrhaftigkeit) and resilience, for example
to resist cyber attacks, it focuses on sustainabhility in
the sense of the security of life-support systems, which
involves combating environmental crises such as cli-
mate change and biodiversity loss, as well as poverty
reduction. The WBGU welcomes this broad concept of
security. However, the challenge lies in the interlinked

and integrated implementation of the three pillars:
military robustness (Wehrhaftigkeit), resilience and
sustainability.

Germany’s National Security Council, which was
set up in the summer of 2025, works according to the
guiding principle of ‘integrated security policy’. How-
ever, according to the Council’s rules of procedure, its
current concept of ‘security” only includes external,
internal and digital security, as well as the economy:.
These security risks are explicitly named and addressed
in the Council’s current concept. The focus is on mili-
tary defence, civil-protection and civil-defence policies
and their respective instruments. Cooperation-based
and non-military instruments of conflict prevention
and management play a subordinate role; in a similar
way, approaches that are preventive in the medium and
long term are subordinate to short-term and reactive
approaches.

The considerable global environmental changes
that are already transforming our planet and our inter-
societal and trans-continental coexistence today — and
will have an even more portentous impact in the com-
ing decades — have not been taken into account in the
Security Council’s conception and agenda to date. This
may be partly due to the fact that the German Federal
Ministry for the Environment is not a member of the
Security Council and therefore has little influence on
the agenda. This military focus of the Security Council
is at odds with Germany’s national, integrated security
strategy and falls short considering the multidimen-
sional risk situation.

Over the past eighty years, Germany has developed
into a country that, as the demographically and eco-
nomically largest democracy in the heart of Europe,
stands for liberal values and a cooperative, rules-based
and fair world order supported by multilateral organi-
zations, particularly the United Nations. For some time
now, democracy and social cohesion have heen under
pressure from internal conflicts and polarizing debates,
for example in the context of the energy transition. At
the same time, the foundations of the rules-based world
order are being eroded.

Challenges resulting from environmental crises
are increasing. The limits of controllability, such as
extreme flash floods or prolonged water shortages,
have already been reached in some cases. The secu-
rity situation demands an ability to act. The ability to
act to achieve societal goals such as energy security,
decarbonization, information integrity, and other sus-
tainability goals is, however, being jeopardized by lim-
ited availability of and dependencies on technologies
and raw materials. At the same time, developments
in the field of artificial intelligence and dependencies
in critical digital infrastructures pose major challenges
for politics, business and society.
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Figure 1

Security is based on a complex interplay: in addition to civil protection and military defence capabilities, the WBGU considers
five other areas of action to be particularly important for an integrated security policy.
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Challenges for the European Union

In view of geopolitical power shifts, the European Union
is called upon to emancipate itself from the USA in
security and economic policy, reduce dependencies on
Russia and China and, at the same time, find ways to act
as one in international forums. In this context, strategic
partnerships, especially with so-called middle powers
and regional powers in Asia, Latin America and Africa,
are gaining in importance for the EU. However, they

are becoming increasingly issue-specific, as could be
observed, for example, during the climate negotiations
in Brazil in 2025. International collaborations must be
re-evaluated in the light of intensifying challenges for
economic and financial policy, environmental and cli-
mate policy, and security policy. This means that rules-
based international collaborations should be expanded,
further developed and strengthened. Socio-ecological
goals should not be lost sight of in this process.



Reorganization at the international level

At the international level, the United Nations is under-
going a profound reform process, accompanied among
other things by budget collapses and thus increasingly
limited solvency. The budget crises have recently wors-
ened because the USA and other member states are not
meeting their UN contribution obligations and are can-
celling voluntary contributions. At the same time, the
UN’s role as the key organization for a rules-based order
is being called into question.

The plurilateral platforms of the G7 and G20 are
also being challenged. The French G7 presidency in
2026 will have a special role to play in view of the
gridlocked situation under the US G20 presidency in
2026. The G20 experience in 2025 under South Africa’s
presidency should be a clear lesson here. South Africa
placed issues of great relevance to many middle and
low-income countries — e.g. debt restructuring, food
security, climate financing — at the centre of its G20
presidency and summit. However, because the heads of
state of the USA, China and Russia were not present at
the summit itself, no further decisions were made. It is
therefore to be expected that progress can only be made
within the G20 framework — particularly with regard to

»Five fields of action
should be more closely
integrated into the
German security-policy strategy.«

issues that are also of direct security-policy relevance
for Europe’s increasing independence from the USA (e.g.
economic and digital policy) — if the four European G7
countries, together with the EU, the African Union and
the middle powers of the South, generate impetus for
reform — even against resistance from the USA.

WBGU'’s recommendations

The WBGU urgently recommends retaining the Ger-
man government’s concept of ‘integrated security’, and
implementing it in all its security-relevant dimensions.
In order to complement the debate on military security
and to expand strategic and partnership-based interna-
tional cooperation, the WBGU presents specific recom-
mendations for action: in the following, it identifies five
fields of action that should be more closely integrated
into the security-policy strategy of the German govern-
ment and the Security Council in particular (Fig. 1). In
addition to defence against — and the prevention of —
risks to internal and external security, it also covers
individuals” and society’s resilience and ability to act

to enable them to shape their own sustainable futures.
The recommendations for action are examples and not
exhaustive. In the coming months, they will be supple-
mented, fleshed out and substantiated in separate report
sections. In this way, we aim to offer a basis for discus-
sion in order to broaden and deepen the ongoing secu-
rity-policy debates by adding essential factors and areas.

Security begins with the
protection of our natural
life-support systems

Climate change, biodiversity loss, pollution and fur-
ther critical changes to our Earth system are among the
greatest long-term security risks for Germany, Europe
and the world. They are already having a negative
impact on society and the economy. Proactive political
action with the aim of limiting these risks is urgently
needed. The protection of our natural life-support sys-
tems is an essential prerequisite for our health and for
a resilient and robust (wehrhaft) society — for security
and stability. However, this ecological security dimen-
sion is increasingly being overlooked in view of the
tense geopolitical situation and the return in times
of crisis to traditional security- and economic-pol-
icy approaches. The consequences of climate change,
biodiversity loss and pollution are already affecting
national, European and human security, with dramatic
consequences for the economy and human health.
According to research published by Donatti et al. in
the International Journal of Disaster Risk Reduction
in 2024, 3.4 billion people were affected by natural
disasters such as droughts, cyclones or floods between
2000 and 2020; about 470,000 people lost their lives.
Climate change will further increase the number and
intensity of such extreme events. A cascade of risks
can lead to armed conflicts or refugee movements and
political instability.

For the security of Germany, Europe and the world —
and the credibility of the EU among many international
partners — it is critical that the further progression of
global warming, biodiversity loss, pollution, overex-
ploitation, land degradation and desertification is con-
tained with great political intensity today.

The WBGU recommends:

1. The protection of the natural life-support systems
should be consistently enshrined in national and in-
ternational security strategies. It should work as a
guiding principle for the implementation of security
policies on a par with internal, external, digital and
economic security. In addition, environment-related
risks should be integrated into the security-policy
early-warning systems.



2. The goal of greenhouse-gas neutrality should be pur-
sued with vigour for security-policy reasons. Emis-
sion reductions — coordinated between all sectors —
should remain reliably geared towards net zero by
2045 (Germany) or 2050 (EU).

3. ‘Security through climate protection’ requires rapidly
becoming independent of fossil fuels. Suitable meas-
ures include dismantling climate-damaging subsidies,
levying effective CO, prices under EU ETSIand I, and
supporting socially vulnerable groups. In addition, it
is important to invest in climate-resilient infrastruc-
ture, accelerate the expansion of renewable energies
and storage facilities, and promote nature-based solu-
tions such as peatland restoration. New fossil path
dependencies must be avoided. There should be a
strong focus on concrete strategies for sectors that
are difficult to de-carbonize such as heating, trans-
port and industry.

»The protection of the natural
life-support systems should work as a
guiding principle.«

4. Internationally, Germany, together with its European
partners, should support low- and middle-income
countries in the transition to renewable energies,
and promote climate and biodiversity protection as
a contribution to geopolitical stability, in particular
by implementing the Paris Agreement and the Kun-
ming-Montral Global Biodiversity Framework.

5. A sustainable agricultural and food policy is key to
long-term security. The WBGU recommends prom-
oting climate-resilient farming methods, soil conserva-
tion, the economical use of pesticides and the locally
adapted development of innovative agricultural tech-
nologies through multilateral and bilateral coopera-
tion — in cooperation with the private sector — and
supporting these measures with investments. Particu-
lar attention should be paid to Europe’s neighbouring
regions, especially North Africa and the Middle East,
Sub-Saharan Africa, Central Asia and the Caucasus.

6. Cooperative and cross-border nature-conservation
and restoration projects managed by local actors,
e.g. as part of the implementation of the EU Nature
Restoration Regulation or the Global Biodiversity
Framework, can contribute to stabilization and peace-
building. They should be used to a greater extent as
an instrument of foreign and security policy (Envi-
ronmental Peacebuilding).

7. Research on strategies and decision support for the
implementation of integrated security approaches
should be promoted. The importance of climate and

biodiversity protection for societal resilience and civil
protection should be examined more comprehensively
in security-policy research programmes.

HR

The erosion of social cohesion can develop into a threat
to internal security. This also weakens external secu-
rity. Democracies can lose their resilience and therefore
their ability to defend themselves if societal conflicts
are not resolved. Although the Constitution is designed
to be robust (wehrhaft) and resilient, it does not offer
full protection against the undermining of institutions
or the infiltration of the public service by authorized
public officials. Strengthening social cohesion is there-
fore an essential prerequisite for guaranteeing the free
democratic basic order (as it is called in Germany).
Inclusion, non-divisive communication and social jus-
tice are needed in order to generate social cohesion.
Instead of division, a resilient security policy requires
cohesion, societal support — also for medium- and long-
term goals— and corresponding measures. However, it
is precisely in and around projects to combat environ-
mental crises, especially climate change, that conflicts
ignite. For example, polarizing rhetoric leads to conflicts
in society.

Social cohesion is a prerequisite
for robust (wehrhaft) and
resilient societies

The WBGU recommends:

1. The restructuring of energy, transport and food sys-
tems should be supported by diverse formats of citi-
zen participation, unifying rather than divisive com-
munication and, for example, by providing structural
support for economically weak households.

2. Inorder to overcome socio-economic inequalities, cli-
mate and social policy should be designed and imple-
mented together. To improve equal opportunities, there
needs to be an appropriate redistribution between so-
cial strata, regions and generations which particular-
ly takes into account growing environmental threats,
as well as changing working and living environments.

3. Participation at the local level is the key to social
cohesion. In this respect, participation formats, con-
flict-negotiation processes and local civil-society
involvement should be promoted (e.g. citizen ener-
gy companies as a positive example of successful par-
ticipation in the energy transition).

4. An open attitude, a culture of listening to each oth-

er and recognizing people’s real limitations in their
everyday lives strengthen trust in political institu-
tions and can have an impact at different levels of
political communication.



5. Young people are key when it comes to social cohesion.
They should be addressed as an important group in
our society, and opportunities should be created for
their participation. This includes strengthening self-
efficacy by promoting education for sustainable devel-
opment, social work in schools and outreach-project
programmes in the curricula of regular school struc-
tures. In order to strengthen social cohesion, young
people should be given more organizational, institu-
tional and financial support when undertaking a social
year (ecological, social or military service).

6. Funding for the prevention of extremism and the pro-
tection of democracy should not be further reduced,
but rather specifically increased. Also in public ad-
ministration, in the executive, legislative and judicial
branches of government, as well as at local, state and
federal level, individual training programmes on pro-
tecting democracy and preventing extremism should
be made mandatory for everyone.

7. Research into the protection of democracy is nec-
essary. Research should be conducted into how the
institutional resilience of the institutions that stand
for the separation of powers in society can be pro-
moted de jure and de facto. This also applies in par-
ticular to independent science, free media and civil-
society self-organization.

Information integrity forms the Q0
basis for functioning democracies
in the age of artificial intelligence

The geopolitical situation is increasingly bringing the
risks of digital dependencies and the growing impor-
tance of Al into focus. In particular, this affects the
security of information integrity and digital sovereignty:.

»Europe and Germany should position
themselves as a guardian of multilateral,
rules-based cooperation.«

Information integrity refers to an information ecosystem
in which reliable and accurate information is accessible
to all, and people are empowered to engage in public life,
make informed decisions and exercise their rights. Ger-
many and the EU face the problem that Al development
is currently being shaped primarily by players outside
the EU. In the WBGU's view, there is an urgent need
for action to ensure that the design of Al offerings, e.g.
from the USA and China, complies with our principles of
constitutional, democratic and competition law. On the
one hand, Al is fundamentally changing the information

environment through the spread of misinformation and
false information such as deepfakes. This applies not
least to public-opinion formation on climate and other
environmental issues, which is negatively impacted by
misinformation. On the other hand, if governance and
regulation are inadequate, there is a risk that climate
and environmental goals as well as social-justice issues
will come under additional pressure.

The WBGU recommends:

1. Measures should be taken to enable and promote
fair competition in the development, dissemina-
tion and use of Al models, Al technologies and Al-
enabled services, and to maintain diversity in the
relevant markets.

2. In the case of digital platforms, the WBGU calls for a
clear legal separation between the provision of con-
tent and the hosting of distribution channels, as is
otherwise customary in media and telecommunica-
tions law. Furthermore, the requirements of media law
should also apply to digital media providers.

3. The consumption of energy, water and other raw ma-
terials for Al applications should be kept to a mini-
mum. For example, data centres should be obliged to
cover their operational energy requirements in a cli-
mate-neutral manner by creating additional renew-
able power capacity.

4. In order to use Al’s potential for the common good
without entering into dependencies, it may be nec-
essary to provide a European Al infrastructure. To
this end, existing approaches to digital sovereignty
and reducing Europe’s systemic dependence should
be consistently thought through and efficiently im-
plemented. This also includes examining the feasi-
bility of the concept of a Euro-Stack with the aim of
reducing systemic dependencies, fleshing it out and
implementing it in a targeted manner.

5. To reduce the risk of Al leading to an increase in
inequality between countries, middle- and low-
income countries should be supported in exploiting
AT’s potential. For example, proposals from UN Trade
and Development (UNCTAD) to build a shared infra-
structure ('CERN for AI') as well as a global Al hub
and network (coupled with regional hubs and expert
networks) should be examined.

Functional sovereignty in technolo-
gies and raw materials reduces
one-sided dependencies

Europe and Germany are dependent on the availahility
of critical technologies and raw materials abroad and at
home in order to maintain their ability to act in secu-
rity policy. This means that it is necessary to remain a



reliable and attractive international trading partner and
to position oneself as a guardian of multilateral, rules-
based cooperation, even in difficult times.

In order to reduce one-sided dependencies, the
WBGU recommends the strategy of ‘functional sover-
eignty’. In addition to traditional supply-side approaches,
this involves a critical analysis of the areas of application
of technologies and the raw materials required for them,
together with an examination of whether the same
function can also be fulfilled in a more resource- and
energy-efficient manner. Such a strategy of functional
sovereignty embeds technological sovereignty. Lower
demand and diversification makes a country less vul-
nerable to supply restrictions, environmental impacts
and potential conflicts.

The WBGU recommends:

1. ‘Functional sovereignty” should be integrated as a guid-
ing principle into sovereignty and security strategies
in order to reduce demand for raw materials and thus
reduce vulnerability, costs and impacts on the envi-
ronment and climate.

2. Specifically, existing and new technology and raw-ma-
terials strategies (e.g. the High-Tech Agenda, the Ger-
man Raw Materials Strategy, EU industrial policy, and
the EU Critical Raw Materials Act) should differenti-
ate between areas of application, consider alternative
approaches and technologies, and define appropri-
ately prioritized, differentiated sovereignty goals and
measures. In addition, strategies on efficiency, sub-
stitution and circular systems should be developed or
enhanced at the systemic, product and material lev-
els, especially in material- and energy-intensive sec-
tors such as transport and buildings.

3. To diversify internationally, investments should be
made quickly and reliably in partnerships with other
countries; capacity building should be coordinated in
joint roadmaps, while safeguarding local interests and
value creation. Integrated sustainable supply chains
and cycles can be developed on this basis. Standards
for sustainable supply chains should be strongly sup-
ported locally and a cross-border circular economy
should be expanded.

4. In order to build up targeted capacity within the EU,
a focus should lie on reducing uncertainties for busi-
nesses and domestic demand for green technologies.
To achieve this, political targets, regulations and fund-
ing environments must be kept clear and reliable, and
planning security must be established.

5. Results-orientated, market-oriented and transparent
instruments on the supply and demand side should
be given priority, and attention should be paid to the
fair distribution of costs, profits and risks between the
state, companies and consumers. On the supply side,
options should be developed to reduce investment

uncertainties for selected deliveries of raw materi-
als or technology that maintain a certain flexibility
between primary production, recycling, technology
development and substitution development, e.g. by
reducing price risks, regardless of how the materials
or products are produced.

Strategic, rules-based and fair
collaboration for international
cooperation

The global rules-based order is not only being chal-
lenged by military attacks and armed conflicts. Tectonic
shifts are also very evident in international climate and
environmental policy. The USA has not only withdrawn
from the Paris Agreement. The US government has also
initiated its withdrawal from a further 66 international
institutions, as well as international and intergovern-
mental agreements (including IPCC, IPBES, UN Water,
UN REDD and UNFCCC). It has justified this with the
need to protect national interests. China is an innovation,
economic and commercial power as well as a major mili-
tary power and a “partner, competitor and systemic rival”
for the EU and the German government (Federal Govern-
ment Strategy on China 2023), especially in the areas of
technology and climate. Now in particular, the EU and
Germany can make a name for themselves as credible
and reliable actors that focus on cooperation instead of
confrontation, on long-term and rules-based relation-
ships instead of short-term alliances of convenience.

The unequal development of prosperity worldwide
is exacerbating conflicts and insecurity. To address bar-
riers to development in these areas, the UN is calling
for reforms to international financial and trade institu-
tions so that the potential of economic integration for
sustainable development can benefit many countries
worldwide, especially low-income countries. Vice versa,
Germany and the EU can also benefit from fair bilateral
and plurilateral economic relations.

The WBGU recommends:

1. In order to achieve existing objectives in European
environmental policy and, in particular, climate and
biodiversity policy, the EU needs to develop long-term
strategies spanning legislative periods, and also the
appropriate implementation mechanisms.

2. The WBGU is convinced that it is imperative to reform
international institutions while at the same time ex-
panding and strengthening rules-based, fair interna-
tional co-operation. In the environmental and climate
field, progress should be targeted in this regard and
existing collaborations used. As the largest liberal de-
mocracy in the heart of Europe, Germany has a spe-
cial role to play both in Europe and internationally.



3. Europe now has the need and the opportunity to eman-

cipate itself from the USA. The EU should develop
its own vision of international cooperation. In the
WBGU'’s view, a ‘Europe first” vision of dominance
through trade relations would be neither expedient
nor desirable. A diversification of partner countries
and many alliances are needed to consolidate the
security of EU countries. The fields of energy, raw
materials, technology and the environment could be-
come important areas of cooperation.

Core elements of environmental policy — such as the
2030 Agenda and the three Rio Conventions - should
continue to be systematically anchored in German
foreign, security and development policy. They are

5. In order to be seen as a reliable partner, even under

changed geopolitical conditions, it is necessary for
Germany to continue implementing its obligations
under international law, especially the environmental
agreements, asitis currently doing with regard to the
Agreement on Marine Biological Diversity of Areas
beyond National Jurisdiction (BBNJ), for example.

. Germany should ensure that international environ-

mental and climate commitments are also honoured by
the EU and not weakened, as has been the case with
supply-chain legislation and sustainability reporting,
for example.

> From a scientific perspective, climate is part of the environment.
However, in order to give the topic greater visibility, we refer to
‘environment and climate’ in this report.

key reference points for target and steering systems
of international cooperation.

In the coming months, the WBGU will analyse, evaluate and formulate corresponding recommendations for action and research
for what it considers to be — alongside military defence capability — the five most important issues of integrated security policy,
to be published step by step in separate report sections. The five fields of action of integrated security policy are those

presented above:
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Security begins with the protection of our natural life-support systems

Social cohesion is a prerequisite for robust (wehrhaft) and resilient societies

Information integrity forms the basis for functioning democracies in the age of artificial intelligence
Functional sovereignty in technologies and raw materials reduces one-sided dependencies
Strategic, rules-based and fair collaboration for international cooperation
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