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The WBGU recommends that digitalization should be 
explicitly placed at the service of sustainability. Unless 
it is actively shaped, global digital change involves the 
risk of further accelerating the threat to humankind's 
natural life-support systems. Without regulation and 
democratic control, it can also endanger cohesion in 
our societies, violate fundamental and human rights, 
and weaken our democracies. The use of digital techno-
logies needs to be embedded in a sustainable develop-
ment strategy for it to make a positive contribution to 
our common digital future. This requires looking beyond 
2030, the target year of the UN Sustainable Develop-
ment Goals (SDGs). Unlike most of the studies on this 
subject conducted by international organizations, the 
WBGU therefore takes a longer-term perspective. From 
this perspective, adaptive policy-making and a culture 
of future-oriented thinking based on systemic long-
term analyses and scenarios are required. 

Digital change is happening at a time when decisions 
on the strategic course of action need to be taken and 
undesirable path dependencies overcome in order for 
the Transformation towards Sustainability to succeed. 
Experience shows that the probability of fundamental 
changes (system changes) increases during such phases. 
The challenge for policy-makers and societies lies in 
ensuring that digital change can be steered towards 
sustainability.

In order to grasp the opportunities for change 
that lie ahead, the WBGU distinguishes between 
three Dynamics of the Digital Age and analyses their 
interactions together with sustainable development 
(Fig. 9.1; Chapter 7). These Dynamics involve very 
different challenges at different times, but all require 
immediate action. The First Dynamic focuses on the 
implementation of the 2030 Agenda and the question 
of which course to set in order to harness digitalization 
for achieving the SDGs. The focus here is on concrete, 
political implementation measures, for which the 
WBGU offers a package of recommendations, e.g. on 
urban and rural development (Section 9.1). The Second 
Dynamic concerns the profound structural changes to 
society, the economy and the individual brought about 

by digitalization, such as new challenges in handling 
privacy and extensive changes in market dynamics. 
Digitalization opens up new opportunities, but it can 
also generate enormous risks: digital change is currently 
moving in a non-sustainable direction. This dynamic is 
therefore about preventive policy-making and ensuring 
that societies prepare themselves better for profound, 
in some cases disruptive changes. Key elements here 
are technology-impact assessment, risk analysis, 
the interlinking of digitalization and sustainability 
research and their integration into politics (Section 
9.2). In the Third Dynamic, questions are raised about 
the future viability and identity of human beings and 
human societies in relation to the developing natural 
and technical environment. This raises new normative 
questions concerning the relationship between human 
beings and machines. In order to meet these challenges, 
societal dialogue processes are central to staking out 
desirable futures. To this end, the WBGU recommends, 
among other things, establishing discourse arenas on 
fundamental issues of what it means to be human in the 
Digital Age (Section 9.4). 

For all the Dynamics, the challenge is to reconcile 
the impact of digitalization with the objectives of 
sustainable development. In view of the rapidly 
changing framework conditions, however, a common 
understanding of global sustainability also needs to 
be further developed. The overall discussion therefore 
covers proposals for a global governance architecture 
and a possible role for the European Union (EU) that 
can do justice to all three Dynamics. It becomes clear 
that policy-making must change its mode from a strong 
orientation towards the present – critics would call it 
'managing the status quo' – to a greater emphasis on 
shaping the future, which can only succeed if policy-
makers, society and business work together. 

In its thematic analyses of the link between 
digitalization and sustainability, the WBGU looks 
at certain examples which are reflected in 'arenas of 
digital change' (Box 9-1). These provide a multifaceted 
impression of how digitalization can be shaped to serve 
the Great Transformation towards Sustainability. A 
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detailed description of the arenas, including specific 
recommendations for action and research, can be found 
in Chapter 5.

In its 2018 discussion paper 'Digitalization: what we 
need to talk about', the WBGU formulated key questions 
on ten topic areas (WBGU, 2018b). The structure of 
the recommendations for action is essentially based 
on these sets of questions, without claiming to provide 

answers to all the questions asked in the paper. In 
many cases, concrete proposals on shaping digital 
change can already be made today. In other cases, in 
view of existing uncertainties, the first step is to create 
spaces for societal discourse in order to improve our 
understanding of the scale of the possible changes, and 
to develop normative principles for the design task that 
results from these changes. After all, digitalization is 

Figure 9.1
Three Dynamics of the Digital Age.
The chart shows the positive case of the Dynamics being successfully contained through goals and governance. All three 
 Dynamics are already emerging in parallel today, albeit with different levels of intensity, so there is no strict chronological 
 sequence involved. Each Dynamic consists of different subpaths following different trajectories. The name given to each 
 Dynamic reflects the priorities for action required in each case.
The texts beneath the figure give keywords on the potential (: upper row) and risks (: lower row) of the three Dynamics.
Source: WBGU; diagram: Wernerwerke, Berlin
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First Dynamic:
Digitalization for sustainability

Second Dynamic:
Sustainable digitalized societies

Third Dynamic:
The future of Homo sapiens

 Digitally support 
  sustainability

 - Comply with planetary guard rails 
(climate, nature, soils, oceans)

 - Secure social cohesion (against 
hunger, poverty, inequality; for 
access to water, health, education, 
energy)

 New humanism
 - Networked world society as a further 

advancement of Enlightenment and 
humanism

 - Development of global 
(environmental) awareness

 - Culture of cooperation, empathy, 
global solidarity

  Strengthen Homo sapiens‘ self-
confidence

 - Preservation of the biological human 
in its natural environment 

 - Ethically reflected advancement of 
humanity 

 - Design human-machine collaboration

 Ecological and societal 
 disruption

 - More emissions and resource use
 - More inequality
 - Greater concentration of power
 - Erosion of civil rights and privacy
 - Erosion of the state’s governance

  Digitally empowered 
totalitarianism

 - Hollowed-out democracies and 
digitally empowered autocracies

 - Massive inequality, domination by 
elites, total surveillance and loss of 
freedom

 - Environmental destruction and loss 
of social cohesion

  Blurring of borderlines between 
humans and machines

 - Abuse of human-machine 
relationship

 - Superintelligence
 - Artificial human evolution
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not a force of nature; rather, the road to our common 
digital future is a process that must be actively shaped.

Setting the course for a European road to a 
digitalized sustainability society
The EU should play a pioneering role in integrating 
sustainability and digitalization. By strengthening 
technological innovations and systematically linking 
them to sustainability-oriented social, cultural and 
institutional innovations, the EU could add something 
special to the global technology race and be a pioneer in 
the search for pathways to the digitalized sustainability 
society. In some areas of digitalization, the EU is already 
playing a pioneering role by setting legal frameworks. 
The EU Basic Data Protection Regulation (EU, 2016) is 
unique in the world when it comes to data protection 
and privacy. It gives concrete form to fundamental rights 
by protecting individuals from the unauthorized use of 
personal data by commercial or government entities. 
Furthermore, the EU is working on a European data 
space aimed at providing citizens and businesses with a 
highly developed, well-functioning, transparent system 
of public data, information, services and standards. This 
system would also help combine competitiveness with 
data protection in order, in the best-case scenario, to 
create competitive advantages for EU companies, e.g. 
in competition with China and the USA. 

The EU is also at the forefront of sustainability policy: 
for example, environmental protection is enshrined 
as an EU goal in the Charter of Fundamental Rights 
and the EU Treaty. Furthermore, the EU is currently 
working on a new Environmental Action Programme 
and a decarbonization strategy as a contribution to the 
Paris Agreement. However, the EU is not (yet) a pioneer 
when it comes to the urgently needed, implementation-
oriented dovetailing of sustainability and digitalization. 
Thoughts on how digital change can be used to imple-
ment SDGs, or which ethical principles should be 
developed to govern the use of artificial intelligence 
(AI; Section 3.3.3), are still in their early stages. 

The WBGU proposes fundamental decisions to be 
taken on five different stages for a European road to 
digitalized sustainability societies, in order to master 
the profound and radical changes towards sustainability 
in the Digital Age. Taking this road can only succeed if 
the fundamental decisions made on the five stages are 
intermeshed.
1. New humanism for the Digital Age – renew the nor-

mative foundations of our societies: The WBGU deve-
lops essential features of a new humanism for the 
Digital Age with the aim of defending the funda-
mental, albeit endangered achievements of huma-
nism and enlightenment over the past two centu-
ries and, at the same time, creating attractive future 

prospects for a digitalized sustainability society. Our 
hope is that Europe will be in a position to make 
such a concerted civilizational effort

2. Charter for the transition to a digitalized sustaina-
bility society: Societal discourses for a new huma-
nism need a starting point. On the basis of its ana-
lyses and discussions, the WBGU has condensed 
some key principles and guidelines for the digitali-
zed sustainability society into a Charter, which the 
EU could embrace as its own. These guiding prin-
ciples include the protection of the planet and the 
preservation of human integrity, above all by pro-
tecting human dignity. This Charter also encompas-
ses support for local and global fairness, justice and 
solidarity under the conditions of a digital revolu-
tion. Finally, it involves strengthening global (envi-
ronmental) awareness and the cultures and sys-
tems of global cooperation by making use of digi-
tal opportunities, and by also developing a form of 
AI that furthers human development possibilities, 
society's ability to learn and social cohesion. The 
Charter can become a starting point for the renewal 
of sustainability paradigms and place our common 
digital future at the centre of efforts at the national, 
European and global level. The Charter builds on the 
Agenda 2030 and, at the same time, goes beyond it 
to highlight the normative foundations of our socie-
ties in the Digital Age.

3. Building blocks of a responsible society capable of 
taking action: Science and education are funda-
mental for freedom, inclusion and the Eigenart of 
the individual in the sense of future-oriented and 
creative, inclusive societies. The demands placed 
on our societies cannot be 'solved' solely by indi-
vidual instruments (such as a CO2 tax, resource 
pricing or reforms of the existing global competi-
tion order). Rather, responsible societies capable 
of taking action must be developed and strengthe-
ned, so that the upheavals outlined can be maste-
red and managed. The WBGU proposes the follo-
wing building blocks of a responsible society capa-
ble of taking action, which – in their entirety and if 
they are cleverly combined – will result in the archi-
tecture of these societies and should be promoted 
by the EU:

 > People must be enabled to understand and parti-
cipate in shaping the coming upheavals. Compre-
hensive education for sustainable development 
in the Digital Age is the key to this.

 > Science should generate knowledge about the 
future in order to shape digitalized sustainability 
and sustainable digitalization. Four decades ago, 
the Herculean task was accomplished of bringing 
together climate and Earth-system research with 
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Box 9-1

Arenas of digital change

The 'arenas of digital change' are intended as examples to give 
a multifaceted impression of how digitalization can be placed 
at the service of the Transformation towards Sustainability. 
The report briefly presents and analyses concrete topics and 
extrapolates recommendations for action and research.

Industrial metabolism
Digitalization changes the energy- and material-exchange 
relationships (metabolism) within companies and value 
chains. In the case of digital devices, the main issue is current-
ly environmental risks (e.g. electronic waste). In production, 
digitalized manufacturing processes that are coordinated in 
the sense of Industry 4.0 offer potential for higher resource 
efficiency. Digital platforms could enable a close linkage of 
material flows between companies. The global sustainability 
implications and the contribution to the circular economy are 
ambivalent and require in-depth analyses.

New approaches to sustainable business management
Digital technologies enable new, collectively organized eco-
nomic systems that are oriented towards the common good. 
These include new business models (sustainable digital ent-
repreneurship, green digital start-ups) and corporate forms 
(platform cooperatives), alternative forms of production 
(prosumer, commons-based peer production), and participa-
tory value creation (sharing economy). Unlocking the related 
potential requires a suitable legal framework, a corresponding 
promotion of economic development, and the development 
of infrastructure.

Sustainable consumer behaviour
Digital technologies can be used to help people to consu-
me in a sustainable manner (e.g. by buying only what they 
need, and through resource-sparing use, reuse, repairing and 
sharing). The focus is on consumer decisions about the type, 
quantity and use of products. It presents sustainability-re-
levant forms of ‘digitalized consumption’ and identifies the 
challenges and potential of digitalized consumption for sus-
taining natural life-support systems. 

Online commerce
Online commerce is growing rapidly. This involves both nega-
tive environmental effects – from delivery services, packaging 
waste and returned goods – and positive effects from fewer 
private journeys and optimized logistics. Most of the turn-
over in online commerce is currently concentrated on a small 
number of companies that are displacing bricks-and-mortar 
retailing outlets. Opportunities for monitoring compliance with 
environmental and social standards at the place of origin are 
dimin ishing. Municipalities and cities should develop strategies 
to react to the displacement of the local retail trade. 

Electronic waste in a circular economy 
Digitalization is a driver of resource extraction and rapidly 
growing amounts of electronic and toxic waste. In order to 
reverse this trend, aims of the circular economy – e.g. resour-
ce conservation, durability, ease of repair, recycling – must 
already be integrated into business models and product 
designs. Clear regulations and incentives, societal embedding 
and a research offensive are levers for unlocking the potential 
of digital technology along the entire product life cycle.

Digitalization for climate-change mitigation and the 
energy transformation
Digital solutions support the integration of fluctuating rene-
wable energies into energy systems and can promote access 
to modern energy in off-grid regions. Increases in energy 
demand triggered directly and indirectly by digitalization can 
be problematic. Long-term targets must be clear and reliable 
to ensure that investment and innovation are used for cli-
mate-change mitigation. The reliability and security  of the 
increasingly complex energy systems and data protection 
should be taken into account from the outset. 

‘Smart City’ and sustainable urban development 
Sustainable urban development using digital technologies 
presupposes that municipalities and urban societies retain 
their governance  sovereignty vis-à-vis the digital economy 
and develop their own technological sovereignty. A growing 
number of cities are actively investing in decentralized digi-
tal urban platforms, open architecture and an orientation 
towards the common good. If this trend prevails, there is jus-
tified hope that the digital transformation can be used for 
inclusive, sustainable urban development. 

Urban mobility 
Digitally supported innovations in the transport sector are 
currently being tested in many cities and give us an idea of 
future disruptive changes. In many cases, it is not clear how 
data and liability issues will be handled. However, solutions 
to key problems of urban transport systems (e.g. high CO2 and 
air-pollutant emissions, land consumption, noise pollution, 
increasing travel and transport times and accident risks) are 
not a purely technological matter; rather, they will be decided 
by how digital solutions are embedded into comprehensive 
concepts of sustainable urban mobility. 

Precision farming
Land use is a key sustainability issue for food security and 
nature conservation. Digitalization must not reinforce the 
trends towards industrial agriculture. It should be used to 
reduce environmental damage caused by the use of fertili-
zers and pesticides and to promote the diversity of cultivation 
methods and landscapes. Trustworthy data systems, a focus 
on data sovereignty, Open Data and Open Source can all help 
prevent farmers from increasingly losing control and beco-
ming dependent on agricultural corporations.

Agriculture in developing countries 
Most of the world’s agricultural land is farmed by smallhol-
ders. Precision agriculture is highly capital-intensive and the-
refore less suitable for smallholder agriculture in developing 
countries. Even so, digitalization can increase the efficiency, 
productivity and sustainability of small farms by improving 
access to information, advice and education. Mobile connec-
tivity and organizing small farms in cooperatives play a key 
role here. 

Monitoring biodiversity 
Digitalization is changing nature conservation in fundamen-
tal and transformative ways. Digitally enhanced ecosystem 
monitoring cannot directly influence the drivers of the bio-
diversity crisis, but it is a source of valuable knowledge and 
opens up new opportunities for monitoring compliance with 
management rules and bans that are aimed at preventing the 
overexploitation of biological resources. The vision of a glo-
bal system for monitoring biodiversity with semi-automated 



inventories of species and ecosystem services is becoming 
more realistic. 

Collective global awareness 
Individuals can be motivated to act in a way that preserves 
the Earth system by creating a corresponding awareness 
of the problem and specific knowledge of how best to act. 
New digital possibilities, such as interactivity, gaming, virtual 
experiences of nature and citizen-science projects offer new 
opportunities for promoting environmental awareness. In 
the longer term, this will lead to a new willingness for global 
cooperation and a strong sense of global citizenship.

Public discourse 
Digital technologies are changing how we communicate, how 
we perceive societal debates, and how we can take part in 
them. New forms of participation, algorithmic pre-structuring 
of media content, the use of social media, and new forms of 
content editing are restructuring public discourse. New skills 
and suitable legal and institutional framework conditions are 
required to ensure that the foundations of democratic opini-
on-forming and journalistic quality are preserved in the long 
term.

Scoring 
Scoring procedures map human behaviour using numbers. 
They are being used in more and more core areas of society 
(e.g. health care, law enforcement) as a basis for decision-ma-
king, often without the knowledge of those affected. The 
potential for more objective decision-making is being under-
mined by a lack of transparency concerning areas of applica-
tion, methods and data, as well as a lack of supervision. Indi-
viduals should be given a right to have decisions justified by 
rational reasons. The way in which scoring influences societal 
norms and moral standards should be a central research topic.

Future-proof education 
Up to now, digitalization has not been systematically incorpo-
rated into educational programmes. The planned promotion 
of digital skills and infrastructure (e.g. in the German ‘Digi-
talPact for Schools’) seems necessary, but it is not enough. 
The conceptual combination of digitalization and sustainabi-
lity requires a variety of initiatives in the education context. 
The WBGU shows how education could be ‘future-proofed’, 
which risks (e.g. ‘fake news’) should be countered, and where 
there is potential for more solidarity-based quality of life.

Public-service ICT 
Information and communication technologies (ICT) have 
become a lot more important in society and are increasingly 
influencing citizens’ lives. The public sector has a responsibi-
lity for the operation and content of public-service ICT. This 
is an important prerequisite for equal inclusion in societal life, 
for the provision of, and access to, digital commons, and as 
a locational factor for innovation, competition, employment 
and sustainable economic growth. 

Digital technology as a gender-bender? 
Despite growing political attention, gender equality has not 
been achieved in any country in the world. Existing gender 
inequalities and stereotypes are reproduced in socio-techni-
cal systems such as the internet, and this can lead to new 
discrimination. Equal-opportunity measures are still necessa-
ry, and not only in the context of a two-gender understanding 
of the issue. Digital technology offers emancipatory potential 

by providing access to information and networking, exposing 
discrimination, and raising awareness in digital arenas for 
experimentation.

Quantified self
Digital self-tracking apps supply people with information 
about their own bodies and offer comparisons with others. 
The WBGU uses this example to reveal the implications of 
healthcare-system digitalization and universal data collection 
and availability. The potentially better information base for 
users is partly offset by major quality deficits in data pro-
tection, data quality, collection and processing. In addition, 
users’ privacy, personal freedom and self-determination could 
be restricted.

International division of labour
The ongoing digital structural transformation in the interna-
tional division of labour will lead to a readjustment of the role 
of developing countries and emerging economies. Unequivo-
cal conclusions on the impact of digitalization on the inter-
national organization of value chains are currently limited. 
On the one hand, there are large potential job losses due to 
digitally supported automation and production relocation 
processes; on the other, new markets are accessible, primarily 
via digital platforms.

Working environments of the future
Digitalization and sustainability transformation are radically 
transforming labour markets. People will continue to work in 
the future, but it remains to be seen how this can be embed-
ded into society and organized in such a way that the functi-
ons of gainful employment as we know them today – securing 
livelihoods, social participation, the basis of self-esteem – can 
be guaranteed in the future. However, digital change and sus-
tainability transformation offer opportunities to develop and 
establish new models for more sustainable working environ-
ments.

Digital commons 
Based on common goods in general, digital commons are data, 
pieces of information, educational and knowledge artefacts in 
the public interest that are available to the public barrier-free. 
They must be protected from exclusionary use for profit 
maximization and from abuse. To this purpose, fundamental 
organizational, regulatory and financial decisions, e.g. obliga-
tions to provide information, are necessary to develop a 
public-welfare orientation using digital common goods..

Handlungsempfehlungen 9
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social science and economic disciplines to form 
the sustainability sciences that are established 
today. Similarly, it is now necessary to quickly 
and closely interlink them with digitalization 
research. 

 > States must be able to assume a formative role 
themselves: states and public institutions should 
invest in their own capabilities in order to esta-
blish and consolidate digital skills for the transi-
tion to a sustainable society.

 > The creation of arenas for experimentation and 
discourse in Germany and Europe would make it 
possible to prepare and accelerate innovations, to 
think ahead and to develop examples for shaping 
the future.

 > The new power constellations must be contained 
in order to secure democratic inclusion. Import-
ant examples in view of high global mobility in 
the digital economy are an international harmo-
nization of competition law and corporate taxa-
tion, as well as non-discriminatory, clearly regu-
lated cross-border exchange processes in virtual 
spaces that are standardized to ensure interope-
rability.

 > The digital changes have a fundamentally world-
wide effect, so that global, rule- and fairness-ba-
sed regulatory models are needed that make it 
possible to combine digital change with the 
Transformation towards Sustainability as propo-
sed in the WBGU Charter. Only if the EU develops 
a common policy in this direction will European 
societies be able to influence the global restruc-
turing of the future. 

 > Digitalization will fundamentally change the 
development opportunities available to societies 
in developing countries and emerging economies 
– for better and for worse. International coopera-
tion for sustainable development, and Germany's 
and the EU's collaborations with the United Nati-
ons and other multilateral actors, should there-
fore be urgently expanded in this direction.

4. Technological game changers can accelerate sus-
tainability transformations: Digitalization offers an 
enormous toolbox of instruments and methods that 
must be used effectively and efficiently to achieve 
the sustainability goals. Here are some examples of 
technological game-changers that the EU should 
rapidly promote in order to trigger change processes 
in European societies and in the world economy, in 
cooperation and competition with other states and 
the United Nations:

 > The extended possibilities of digitalized remote- 
and near-Earth observation, and the sensors, 
equipment and infrastructure required for this 

purpose, should be developed worldwide and 
upgraded for the comprehensive and real-time 
monitoring of the natural Earth systems, their 
condition and development. The resulting inter-
national digital commons (Section 5.3.10) should 
be used as a starting point for the establishment 
and realization of services and applications for 
global (environmental) awareness (Section 
5.3.1). 

 > Building on this, the nation states should, in the 
context of the UN, establish a globally coordina-
ted and interoperable system of digital SDG indi-
cators to improve the topicality, transparency, 
comparability and verifiability of digitalized 
national and international SDG reports. 

 > In parallel, the sustainability and environmental 
data collected for SDG indicators and Earth obser-
vation should be made available as digital com-
mons.

 > ICT infrastructures should not least be made 
available on a non-discriminatory basis as part of 
basic public services (Section 5.3.5), thus foste-
ring inclusion and the emergence of 'quality 
media' also in the digital sphere.

 > Digital technologies should be used to establish 
global processes and infrastructures that make it 
possible to map the emission and resource foot-
prints of both traditional industries and the digi-
tal economy across the entire value chain.

 > The multifaceted potential of AI should be harn-
essed for sustainability issues, for example to 
improve our understanding of material cycles, 
production processes, supply chains, usage con-
texts and consumption patterns, to determine 
key triggers and patterns, and to identify and 
implement optimization potential. 

 > Using digitalization to determine ecological para-
meters and correlations (e.g. achieving SDGs, 
footprints, material cycles) creates the informa-
tion base needed for an efficient regulation of 
environmental resource consumption. Especially 
for the central goal of decarbonization, digitaliza-
tion can make the difference, as it not only plays 
a key role in the realization of renewable energy 
supplies, but also makes specific production- and 
consumption-oriented regulation possible. In 
combination with economic policies for decarbo-
nization, these can have a real impact.

 > However, none of these digitalization-related 
levers will become effective unless there are com-
prehensive safeguards protecting not only the 
resilience, cyber-security and trustworthiness of 
digitalized infrastructures, their longevity and 
robustness, but also human decision-making 
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sovereignty in the case of societally relevant 
automatic systems involving AI.

5. Strengthen the sustainability and resilience of the 
economy: Digitalization processes open up opportu-
nities not only to advance a green economy, but also 
to strengthen the diversity and resilience of econo-
mic structures by adding new business models to the 
private sector. Digitalization is also used by coope-
rative, public and common-good-oriented enterpri-
ses to create new business models. This emerging 
diversity again ties in with the old strengths of post-
war European economies: a strong private sector, a 
diversity of enterprise types, and markets embed-
ded in institutions and normative systems. In order 
to exploit the potential of digitalization, it is import-
ant to find a new balance between entrepreneu-
rial competition, regulatory and legal frameworks, 
societal responsibility and an orientation towards 
the common good. The guard rails and values set 
out by the Paris Agreement on Climate Change, the 
2030 Agenda and the WBGU's Charter for a Digita-
lized Sustainability Society could thus become gui-
delines for the renewal of Europe.

Immanuel Kant analysed the essence of the 
Enlightenment as a 'change in the way people think'. 
Having arrived at a new level of civilization in the 
Digital Age, we face a similar challenge in the struggle 
for sustainable, globally and virtually networked 
digitalized societies and in the search for a new 
humanism: the further development of our civilization 
on a finite planet in the digital Anthropocene.

9.1
Use digitalization for the 2030 Agenda and the 
Transformation towards Sustainability

In many cases, using digital solutions can help achieve 
the goals of the 2030 Agenda. However, it is also 
necessary to contain risks to achieving the SDGs that are 
caused by digitalization. The WBGU's analysis makes it 
clear that there are no simple technological solutions for 
achieving the SDGs – they must always be embedded 
into society as a whole. Digital solutions are no substitute 
for a lack of political ambition, a lack of regulation, a 
lack of institutions or a lack of control instruments. The 
focus should be on creating the appropriate framework 
conditions to steer the momentum of digitalization in 
the right direction. In addition, the WBGU believes that 
the urgency of the 2030 Agenda will increase as a result 
of digital change, since achieving the goals can often 
also be seen as a prerequisite for making societies fit for 
the extensive upheavals that digitalization will bring. 
Initial approaches to making digitalization sustainable 

already exist in specialist literature and recent reports 
(Box 9.1-1).

The WBGU takes a profound, holistic look at various 
areas of the existing sustainability agenda with in-
depth examples, and makes selected recommendations. 
This reveals the close connection between the SDGs 
(Section 8.2). Since many of the issues involved will still 
be topical after 2030, some of the recommendations 
go beyond this date and refer to the Transformation 
towards Sustainability in general.

9.1.1 
Digitalization and sustaining natural life-support 
systems

Sustaining natural life-support 
systems is one of the three 
dimensions of the normative 
compass developed by the 
WBGU (Section 2.2.1). It 
involves, on the one hand, 
respecting planetary guard 
rails (e.g. on climate protection 
and the preservation of biodiversity) and, on the other, 
avoiding local environmental problems. These topics are 
addressed in several SDGs. At present, many trends are 
moving in the direction of an increasing risk of breaching 
guard rails, rising emissions and a growing use of re-
sources. Digitalization can contribute to reinforcing these 
trends. This makes it all the more important to create the 
political, economic and regulatory framework to reverse 
these trends and use the potential of digitalization to 
preserve the natural life-support systems in the long 
term. Examples of recommendations for selected topics 
are given in the following.

9.1.1.1 
Promote decarbonization and climate protection 
in the energy sector, avoid rebound effects
For a successful implementation of the Paris Agreement, 
global energy systems must be largely decarbonized by 
the middle of the century. Depending on how quickly 
greenhouse-gas emissions decrease, it will be necessary 
in addition to remove CO2 from the atmosphere in the 
medium term to achieve the Agreement's objectives. 
Another aim is to ensure access to sustainable and 
modern energy for all by 2030 (SDG 7). 

The WBGU recommends working towards an 
accelerated expansion of renewable energies worldwide 
(WBGU, 2016). In this field, digital technologies are 
increasingly assuming important system-integration 
functions and can make it possible for off-grid 
regions to access electricity. Furthermore, they allow 
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Box 9.1-1

Recommendations on digitalization and 
sustainability in specialist literature 

Preparations for writing this report's two chapters of recom-
mendations included reviewing already existing recommen-
dations for action; corresponding text passages from 90 
source documents that implicitly or explicitly position digita-
lization in the context of sustainability were condensed into 
compact statements in a qualitative-interpretive discourse 
analysis. The entire analysis, covering recommendations 
both for action and for research, is available as a separa-
te PDF document for download at www.wbgu.de. Some of 
these recommendations are repeated by different sources. 
This analysis reveals that, both internationally and national-
ly, there is currently a strong emphasis on recommendations 
formulated from a perspective that is oriented more towards 
technical solutions. A broader perception of digitalization as a 
socio-technical system is comparatively rare. The topics were 
structured in line with the categories used in the discussion 
paper on Digitalization and Sustainability that preceded this 
report (WBGU, 2018b). 

With regard to sustaining the natural life-support systems 
(Section 9.1.1), several texts propose solving global environ-
mental problems with the help of artificial intelligence (AI), 
reducing the ecological footprint of ICT during life cycles, 
implementing energy labels at the national to global level, 
and using technology that is as energy-efficient as possible in 
public institutions in order to lead by example. Furthermore, 
the spectrum of topics ranges from technological optimization 
(e.g. indicators, evaluation) and concrete regulatory options 
such as standards to a fundamental transformation of the 
economic system (e.g. the sharing economy).

Also in the context of poverty reduction and inclusive 
development (Section 9.1.2), one of the two most frequent 
proposals aims to solve problems by means of AI. However, 
several texts call for disadvantaged groups (e.g. children) to 
be protected from the negative impacts of digitalization and 
for it to be used instead to promote their inclusion. The wider 
spectrum includes both general and topic-focused anti-discri-
mination proposals, technical solutions relating to SDGs and 
general problems of global and local social inequality (e.g. raw 
materials, digital inclusion), as well as recommendations for 
action that are specifically designed to solve concrete pro-
blems.

In the area of work in the future and reducing inequality 
(Section 9.1.3), the most common proposal is to use the return 
on investment in automation to deal with its consequences, 
for example to finance an unconditional basic income. Close-
ly related are more specific proposals for a socially equitable 
distribution of the productivity gains achieved through AI or 
for a tax on data. However, it is also stressed that work will 
continue to be an important basis for people's livelihoods and 
for self-determination in the future. The remaining proposals 
cover topics ranging from education and training to a digital 
revolution in the financial system.

AI is also the most frequently discussed topic in the area 
of knowledge, education and digital literacy (Section 9.1.4), 
albeit with regard to the discourse on this topic, which should 
be promoted in a dialogue with and in society. Another subject 
addressed is 'digital enlightenment' in the sense of promoting 
individual and, ultimately, collective literacy. In this context, 
recommendations include an informed public debate on digi-
talization, a right to education for a self-determined digital 

life, and a right to free digital expression without censorship. 
Along with other references to digital literacy, the remaining 
proposals are more specific (e.g. consumer-centred data por-
tals, training a new generation of applied AI ethicists).

By far the biggest share of recommendations in the texts 
analysed relates to Big Data and privacy (Section 9.2.1). The 
most common demand relates to data protection and calls for 
the principles of privacy by design and by default to be enfor-
ced. Other sources address the right to data protection and 
privacy, the right to self-determination regarding personal 
data, and the principle of data economy; they oppose data 
retention and the idea that informed consent can be given via 
general terms and conditions. On the technical side, there is a 
call for anonymization and transparency in Big Data proces-
sing, and for data portability and data exchange to be ensured 
and promoted. With regard to algorithmic decision-making 
(ADM; Section 9.2.2), demands include transparent and tra-
ceable processes, as well as independent human supervisory 
bodies, especially with regard to bias. Some sources argue 
in favour of subjecting algorithms to regular testing (similar 
to roadworthiness tests for vehicles); others support stricter 
statutory regulation in general, human monitoring (especially 
of objectives), or want the creators of ADM processes to be 
unequivocally responsible for the latter's results. The remai-
ning recommendations address other aspects, such as giving 
more power to data protection officers, strengthening corpo-
rate data governance or preserving personal data sovereignty.

Alongside more general recommendations, when it comes 
to the fragility and autonomy of technical systems (Section 
9.2.2) some studies specifically address IT/data security, 
while others focus on how to ensure that machine learning 
complies with human rights. The responsibility of (legal) per-
sons for AI actions is most frequently emphasized. Recom-
mendations in the field of IT/data security include promo-
ting open standards, maximizing data security, and ensuring 
the intactness, confidentiality and integrity of ICT. They 
frequently concentrate on preserving human autonomy and 
control over technology, demanding, for example, that there 
be no 'black-box' use of AI in core areas of society. Further 
recommendations address in particular the development of 
a European and global AI charter (Metzinger, 2018; Section 
3.6.3), as well as further ethical elements (e.g. gradual tech-
nology-based ethics in robotics, ethical and legal standards 
for autonomous driving). 

The most frequent demands on the topic of economic and 
political power shifts (Section 9.2.3) relate to ensuring net 
neutrality and a greater decentralization of platforms. The 
remaining recommendations cover a wide range of aspects, 
from empowering citizens to take part in legal processes, to 
a right to non-digital voting, making ICT companies trans-
parent for the public, the promotion of societal and econo-
mic diversity, and data as a democratically regulated common 
good. Further recommendations address various issues ran-
ging from the digital public sphere to software development 
in line with public interest, and effective corporate liability. 
Beyond this, suggestions include modernizing international 
contracts on data security and embedding a collaborative AI 
ecosystem into the corporate strategies of original equipment 
manufacturers.

As regards global governance for the sustainable shaping 
of the Digital Age, which was already touched upon at the 
end of the previous section (Section 9.3.1), the focus is on 
the further development of international legal frameworks, 
on safeguarding principles of stakeholder diversity by region, 
language, gender and interests, enabling stakeholders to par-
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the electrification of sectors that have so far been 
characterized by the use of fossil fuels. However, if the 
Transformation towards Sustainability is to succeed, 
global demand for energy must not rise too sharply 
(WBGU, 2011). In order to systematically quantify 
the potential benefits and risks of digital change for 
the mitigation of climate change and to derive starting 
points for political action, the WBGU recommends 
considering the establishment of a Digitalization 
Commission for Decarbonization. 

Without clear framework conditions, digitalization 
can act as a fire accelerant, driving increasing demand 
for energy and resources as well as greenhouse-gas 
emissions. If billions of new devices are integrated 
in networks over the coming years, the demand for 
energy from data centres and network services will 
increase. The basic prerequisite for exploiting the 
potential of digitalization for energy-system trans-
formation and climate-change mitigation is therefore 
an effective framework of climate and energy policies, 
as already outlined by the WBGU in previous reports 
(WBGU, 2011, 2016b). This involves well-known 
(but insufficiently used) climate-policy instruments 
such as CO2 pricing (Section 9.2.3.2) and the abolition 
of subsidies for fossil fuels, but also suitable techno-
logy promotion. Long-term targets must be set clearly 
and reliably in order to steer investment in the right 
direction. Timely infrastructure investments are also 
necessary to make smart grids for renewable energies 
a reality on a large scale.

The WBGU also recommends establishing efficiency 
standards for digital solutions and digitalized 
infrastructures, as well as, for example, certifying 
efficient data centres in order to counteract rising 
energy consumption. Energy and resource efficiency 
should be set as dedicated innovation targets for 
digital technologies and applications. In order to give 
all people access to modern energy services in off-

grid regions, the WBGU also recommends exploiting 
the potential of 'virtual power plants' and mini-grids 
based on renewable energies. Digital applications can 
eliminate the need for the diesel generators currently 
still frequently integrated into such systems. Mini-grids 
reach far higher service levels than solar home systems, 
for example, and can thus also make productive 
energy use possible in off-grid regions. Specific 
recommendations on the decarbonization of energy 
systems are also to be found in Section 5.2.1. 

9.1.1.2 
Use the circular economy to improve resource effi-
ciency and avoid electronic waste
A key component of the Transformation towards 
Sustainability is converting an economy that is now 
predominantly geared towards linear value chains into 
a circular economy oriented towards the principles of 
sustainable resource use and based on largely closed 
material cycles (Section 5.2.5). The orientation towards 
the 3Rs ('reduce, reuse, recycle') strategy involves 
a system of priorities in which waste avoidance 
(e.g. through eco-design, sufficiency, sharing) takes 
precedence over reuse (e.g. treatment, repair, re-
manufacturing) and, finally, recycling as the final 
option. 

On the one hand, due to the rapidly growing 
production of electronic devices, digitalization is 
making a significant contribution to exacerbating the 
problems of the linear economy by increasing demand 
for strategic metals and adding to the amount of toxic 
electronic waste. On the other hand, digitalization can 
help to make loops visible and close coordination gaps. 
The WBGU therefore recommends a transformative 
strategy towards a circular economy that looks at the 
entire life-cycle of products at a global level and makes 
systematic use of digital technologies. Further essential 
components of this strategy include monitoring material 

ticipate and interact on an equal footing, as well as on pro-
cedural aspects and, above all, internet governance. Other 
aspects range from a data-driven EU economic policy to the 
responsibility of the private sector and the demand that it 
respects human rights.

New normative questions about the future of Homo sapiens 
(Section 9.4) are brought up comparatively rarely, although 
they address heterogeneous issues that differ in terms of 
topicality and scientific basis. Based on the inviolability of 
human dignity – also in the Digital Age – discussions cover 
an international convention on 'neurorights', the privacy of 
neural data and strict regulation of their (re-)sale, physical 
integrity, and preventing machine decisions on matters of life 
and death. In this context, there are also calls to halt research 
on autonomous weapon systems, not to deploy fully auto-

mated weapon systems, and for international condemnation 
of drone-based killing. Others also say that the military AI 
arms race should be prevented, as should the creation of a 
post-biotic consciousness or an artificial subject – or cor-
responding research. However, another source argues that 
super-intelligence should only be developed in an ethically 
planned and controlled manner.

The list shows that some approaches to shaping sustaina-
ble digitalization are already being addressed in the specialist 
literature. In this chapter, the WBGU takes up these ideas in a 
way that is thematically broader and more concrete as regards 
content. It should be noted, however, that the previously ana-
lysed material is selective and cannot be representative, since 
further publications are appearing all the time. 
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flows, establishing regulation in the form of tax and 
contribution systems (Section 9.2.3.2), new business 
models, social innovations, and changes in the cultural 
practices of consumers. 

Digital approaches should help monitor, analyse 
and, where possible, prolong the useful life of equip-
ment, replace toxic and environmentally hazardous 
substances, prevent exports of electronic waste, and 
make products easier to reuse, repair and recycle. In 
order to start moving in the right direction, a global 
framework for action needs to be based on SDG 12, 
which defines 3R obligations. But, first and foremost, 
national regulations are needed which extend producer 
responsibility, integrate the circular economy into 
procurement and tendering systems, and provide in-
centives for social innovations. 

For example, the collection, reuse and recycling 
rates of electronic waste and other equipment and 
the recovery of strategic metals can be significantly 
increased by developing a digitally supported, global 
monitoring system for electronic waste, and by tracking 
and avoiding raw materials from regions of conflict.

The worldwide introduction of a digital 'passport' for 
product waste or e-waste using concepts from the Inter-
net of Things (IoT; Section 3.3.1) should be examined. 
In addition, (digital) options that encourage businesses 
and consumers to assume more responsibility should be 
used more and expanded. Ideas for social innovations in 
the population should promote a repair culture and raise 
3Rs awareness in general, for example by supporting 
repair cafés and platforms for information, spare parts 
and second-hand products, and making it simpler to 
return appliances. Corporate approaches should be 
geared towards durable, repair- and recycling-friendly 
product designs (e.g. right to repair) and towards use-
oriented business models (sharing economy, product-
service systems). The use of digital sensor technology, 
robotics and AI in sorting plants for recyclable materials 
can significantly increase their efficiency. Further 
concrete recommendations are given in Sections 5.2.1 
and 5.2.5.

9.1.1.3 
Ensure sustainable land use and ecosystem protec-
tion
Sustainable land use is one of the most important issues 
for the future. Protecting soils and land from overuse 
and degradation is decisive in ensuring the supply of 
food and biomass to the growing global population. The 
goal of halting land degradation agreed in the United 
Nations Convention to Combat Desertification (UNCCD) 
should be vigorously pursued. At the same time, the 
agreement to stop the loss of biological diversity and 
ecosystem services enshrined in the Convention on Bio-

logical Diversity (CBD) must be implemented. Digital 
technologies and applications can make a contribution 
here, as long as the political will is there and the 
corresponding framework conditions are created. This 
is often not the case at present, so that it will not be 
possible to achieve most of the CBD biodiversity goals 
(Aichi goals) unless considerable additional efforts are 
made. According to the Global Biodiversity Outlook 
(CBD, 2014), no progress is being made in key areas of 
biodiversity loss – fragmentation, overexploitation and 
loss of natural ecosystems, the spread of invasive alien 
species, and, not least, climate change. In fact in some 
cases the situation is deteriorating. Digital technologies 
(e.g. drones or sensors) should increasingly be used to 
assist in the implementation of goals and policies aimed 
at promoting the protection and sustainable use of bio-
diversity. For example, digital methods (e.g. drones 
or satellites to track herds and animals) can be used 
to counter acute poaching problems in Africa. Further 
recommendations on how ecosystem monitoring can 
be used to conserve biodiversity are made in Section 
5.2.11. 

At present, most farmers rely on monocultures and 
use large amounts of pesticides and nutrients; this puts 
pressure on ecosystems, their ecosystem services and 
their biodiversity. The aim should be to promote more 
small-scale, ecologically compatible farming methods 
and to use agrochemicals as sparingly as possible. In 
this respect, precision agriculture offers a wide range of 
possibilities. In developing countries, the opportunities 
offered by digitalized precision agriculture lie primarily 
in a combination of labour-intensive, manual activities 
to cultivate small areas (e.g. manual micro-fertilization 
and irrigation), access to the latest information and 
advisory services, and access to microfinance. Digital 
methods (e.g. digitalized land registers based on 
blockchain technologies; Section 3.3.5) can help secure 
the land rights of the local smallholder population. 
Recommendations on the arenas of precision agriculture 
and the digitalization of agriculture in developing 
countries can be found in Sections 5.2.9 and 5.2.10.

9.1.1.4 
Promote global environmental awareness and 
sustainable consumption through digitalization
Digitalization can support sustainable consumer 
behaviour in a number of ways, and thus make a 
growing global environmental awareness more visible 
and more effective. To this purpose, credible and reliable 
knowledge, data and information in the sense of trans-
formative education should be made widely available 
via the internet or public-service ICT (Section 9.2.3.1), 
for example on the ecological effects of the manufacture, 



Use digitalization for the 2030 Agenda and the Transformation towards Sustainability  9.1

transport, use and disposal or reusability of products. 
Reliable sources of information and supply can support 
consumers' decision-making and encourage products 
that are more sustainable, more resource-saving or 
more energy-efficient. The WBGU recommends making 
it obligatory for manufacturers and retailers to provide 
information in a digital format on the sustainability 
of products, e.g. the CO2 emissions generated during 
the manufacture and transport of the product, the re-
sources used and the product's social impact (e.g. child 
labour, occupational health and safety). This could be 
done, for  example, by means of digital platforms, links 
to sales platforms, or codes on the products. Pre-set 
sustainability filters in online shops are also conceivable 
('sustainability by default').

Whether information on sustainability really 
influences consumers' purchasing decisions depends 
not least on whether this information is trusted and 
whether shortcomings in the quality of the information 
can be sanctioned. Here, for example, an extension 
of manufacturers' or retailers' warranty obligations 
(Schlacke et al., 2016) could support sustainable 
purchase and usage decisions. A right to repair – 
including far-reaching obligations to disclose the 
information required for repairs conducted by third 
parties (Kurz and Rieger, 2018) – also extends the 
possibilities for consumers to use a product sustainably. 

Digital applications for networking and exploring 
resource-saving lifestyles can have positive effects on 
the environment in the sense of resource conservation. 
The WBGU recommends promoting the development 
and dissemination of digital tools such as platforms for 
resource-saving shared use, ideas like reusing, repairing, 
sharing and exchanging products, and suitable net-
working possibilities (Sections 5.2.2; 5.2.11). This 
addresses consumption practices and social innovations 
for implementing the circular economy and the 3Rs 
strategy of 'reduce, reuse, recycle'. Potential user 
groups should also be involved in product develop-
ment as early as possible, for example when drawing 
up usage scenarios or designing software for platform 
cooperatives (Section 5.3.6). Platforms for sharing can 
also be created as part of a public-service ICT strategy 
(Section 5.3.5; Section 9.2.3.1; Peuckert and Pentzien, 
2018: 56). 

Consumer-protection organizations should be 
strengthened both financially and institutionally 
in order to enforce consumer and environmental 
protection in an integrative manner via digital solutions, 
e.g. in online commerce. These associations have a 
control function which they can exercise via their right 
to issue warnings and to file collective action lawsuits. 
However, they can only also perform this function for 
new forms of digitalized consumption if they have 

enough personnel and institutional capacity.
The above recommendations can help in further 

developing the lighthouse initiative entitled 'Ways 
and building blocks of a digital agenda for sustainable 
consumption' of the German Federal Ministry for the 
Environment, Nature Conservation and Nuclear Safety 
(BMU) and the German Federal Environmental Agency 
(UBA). Further examples of recommendations can be 
found in the arenas on online commerce (Section 5.3.2.4), 
on global environmental awareness (Section 5.3.1), 
on consumer behaviour (Section 5.2.3), on electronic 
waste and the circular economy (Section 5.2.11) and on 
alternative economics (Section 5.2.2). 

9.1.1.5 
Involve companies in designing a digitalized, 
sustainable future economy
Companies exert a decisive influence on the sustainability 
of goods production through their raw-material and 
energy requirements, production methods, distribution 
logistics, and their handling of by-products and 
residual materials. As users of digital technologies, e.g. 
for optimizing material input and process organization, 
they also have particular potential for constructively 
combining digitalization and sustainability. They should 
therefore be more actively integrated than hitherto into 
shaping a sustainable, digital future economy that uses 
and leverages the value of innovative technologies for 
resource-saving, low-emission production methods. 
As 'agents of change', specialized service companies 
have long been offering companies technical and 
organizational environmental advice and helping them 
to make their production more energy- and resource-
efficient (Schulz, 2005). If the development and use 
of efficiency-enhancing digital tools is specifically 
promoted by important actors like sustainability con-
sultants (e.g. public authorities or industry associations 
providing such tools and best-practice recommendations 
free of charge), they will be able to support sustainable 
industrial and commercial production in large parts 
of the economy even more effectively in the future. 
The international expansion of initiatives that are 
already coordinating and systematically supporting 
collaborations between companies and environmental 
consultants with the help of digital platforms (e.g. the 
Austrian government's ÖkoBusinessPlan in Vienna) 
can also help boost demand for corporate consulting on 
sustainability. 

The WBGU also recommends extending incentive 
schemes (e.g. certificates) to producers themselves in 
addition to tax regulations (Section 9.2.3.2). Unlike 
the latter requirements, certificates can have a positive, 
motivating effect on corporate sustainability behaviour 
and potentially involve large sections of the workforce 
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in initiatives to achieve certification. The aim here is 
to stimulate the global spread of an enhanced sense 
of responsibility on the part of the private sector for 
digitally supported sustainable production. Especially if 
companies can combine their environmental targets with 
marketing and competitive advantages, this motivates 
the use of digitalization for sustainable production. 
Incentives can be generated by new, special product 
labels for products of the digital economy (e.g. as 
in the case of the Blue Angel and bluesign), which 
become more attractive and credible with the help of 
digital documentation (e.g. using blockchains) or by 
integrating digitally optimized testing methods. The same 
applies to international seals of quality or audit-based 
certifications of sustainable action by companies when 
they introduce digital technologies (further develop-
ment of approaches to corporate socio-environmental 
or digital responsibility; Loew and Rohde, 2013; Visser 
and Tolhurst, 2017). Companies, their products and 
services that have been certified in this way should 
be given preference in public tender procedures, e.g. 
in ICT infrastructure procurement. Also relevant in this 
context is the call for more eco-certified product ranges 
to support sustainable consumption (Section 5.2.3). 
The design and effectiveness of such seals of quality 
for sustainability could be monitored by an independent 
testing organization.

As far as the regulatory framework is concerned, in 
the EU Committee of Experts and in the standardization 
committees Germany should champion internationally 
valid EMAS and ISO standards to make comprehensive 
and systematic use of the potential of digitalization for 
saving resources in production processes. The standards 
for environmental management systems like EMAS 
and ISO 14000 can be made even more demanding 
and checked more effectively if digitalized monitoring 
and control procedures are applied and consistently 
integrated. The results of the conferences of the World 
Circular Economy Forum (2017 and 2018) offer starting 
points for establishing internationally valid standards on 
a digitally optimized certification strategy for corporate 
environmental management (Section 5.2.1).

Further starting points for Germany, integrated in 
the EU, can be found in the promotion of innovation 
and the economy. For example, BMBF or EU calls for 
tenders for international corporate cooperation projects, 
e.g. in product development or for joint R&D activities 
by companies and research institutions, can be directed 
specifically towards using digitalization on a broad front to 
make goods production more sustainable (e.g. enshrined 
in the Horizon Europe programme). The same applies 
to funding initiatives for spin-off companies that apply 
innovative ideas from research institutions, universities, 
colleges or established companies and implement them 

in an entrepreneurial way. Regional funding formats 
should also set priorities here (e.g. BMBF-supported 
cluster funding, incentives for innovation-oriented 
regional development, the Smart Specialization approach 
of EU regional funding; Foray, 2014; Morgan, 2017). 
New alliances and innovative companies can be formed 
that can establish the mutually beneficial interplay of 
digitalization and sustainability at the global level as a 
model for modern industrial development, raising it to a 
new, contemporary standard: 'Industry 5.0' (examples of 
recommendations on the field of global goods production 
are listed in Section 5.2.3). 

9.1.2 
Poverty reduction and inclusive development

Assessments of the potential 
of digital technologies for 
development cooperation (DC) 
range from highly 'techno-
optimistic' notions that 
'everything will be solved 
digitally' to those who consider 
digital change to be of little significance in solving the 
core problems of human development. The WBGU 
shows that digitalization dynamics influence the 
implementation of all 17 SDGs. This means that digital 
drivers of change must be systematically taken into 
account across sectors in cooperation with developing 
countries and emerging economies. Digitalization 
should become a cross-cutting task of DC. Digital 
expertise should therefore be significantly expanded in 
development ministries and organizations, but also in 
the public institutions of the partner countries. Special 
attention should be paid to the fact that, through auto-
mation, digital processes generate structural change in 
the international division of labour that will change 
the patterns of integration of developing countries 
into the world economy. At the same time, digital 
platforms are creating new employment opportunities 
in developing countries. Cooperation in economic, 
employment and innovation policy must systematically 
take these digital instruments of change into account. 
The digital possibilities for improving resource and 
climate efficiency and simultaneously reducing re-
bound effects, e.g. through price incentives, should also 
be mobilized. Cooperation with emerging economies 
will focus more on dialogue, scientific collaborations 
and cooperation to jointly shape global digital change: 
since developing countries and emerging economies 
are important partners in global governance, cross-
border challenges of digitalization should be discussed 
and addressed. Against this background, the WBGU 
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sets out below some examples of priorities in the 
areas of infrastructure and education, improved data 
applications in DC, urban development and mobility 
(Sections 5.2.7, 5.2.8).

9.1.2.1 
Strengthen the analogue basis
The use of digital technologies to reduce poverty (SDG 1) 
can only succeed if the necessary analogue basis is in 
place (World Development Report, 'Digital Dividends'; 
World Bank, 2016). First of all, infrastructures need 
to be developed, affordable access to ICT created and 
digital skills promoted. A strategy to make use of 
digital technology's potential for rural development 
must, above all, close these analogue gaps to prevent 
the digital divide between the poor and rich parts of 
the world population from widening even further. 
An important measure for successfully exploiting the 
potential of digitalization for poverty reduction is 
therefore ensuring that DC has the corresponding re-
sources and knowledge. 

If these conditions are met, digitalization offers many 
opportunities for poverty reduction, especially in rural 
areas of developing countries and emerging economies, 
where the infrastructure is often underdeveloped. It 
facilitates, for example, improved access to educational 
programmes (Section 5.6.2), health services (online 
consultations), financial services (loans, payment systems 
by mobile phone), markets, weather information and 
agricultural advice (Section 5.3.2), government services 
(e.g. digital identities) and employment opportunities 
made available via digital platforms (Section 5.3.4). 
Blockchain-based solutions can simultaneously make the 
population less dependent on financial services that are 
hard to find in many places. However, if they are to be 
widely used, digital solutions must be adapted to local 
languages and cultural conditions.

9.1.2.2 
Improve development cooperation and planning 
with digital technologies
DC instruments can potentially be improved using 
digital technologies. It is important here to combine 
data-driven approaches with local and context-
specific understanding. Areas of application include 
humanitarian aid (e.g. combating epidemics or natural 
disasters), supervising bycatch and fishing quotas 
in the fishing industry, and replenishing stocks (e.g. 
vaccines). The use of digital technologies also offers 
great potential for monitoring – from environmental 
observation (Section 5.2.11) to measuring progress in 
development.

Data applications can also be used in development 
planning. For example, real-time data generated by 

digital technologies make timely decision-making and 
project management possible: ongoing development 
activities can be steered and adapted and any problems 
that crop up immediately solved. However, there are 
many barriers, such as a lack of trust in data quality, 
inadequate knowledge of the available data, data 
that cannot be suitably translated into information, 
and information that is not tailored to the actors' 
needs (Pawelke et al., 2017). Countering this requires 
the corresponding expertise, as well as institutional 
capacity and responsibility, e.g. data officers or data-
protection officers. The use of data for development 
ultimately poses the same challenges to data protection 
and privacy as the use of data in general (Section 9.2.6). 

9.1.2.3 
Gear the digitalization of cities to sustainability 
and inclusiveness

Enshrine technological sovereignty in urban 
development
Cities and the worldwide power of urbanization are 
crucial for the Transformation towards Sustainability. 
At the same time, cities are key arenas of digital change 
(WBGU, 2016a). In this context, urban digitalization 
must not only be seen as a technocratic optimization 
task; rather, any use of technology should be explicitly 
embedded in an ecologically sustainable and socially 
inclusive form of urban development. This means 
systematically combining the implementation of the 
New Urban Agenda (UN Habitat, 2016b) and the SDGs 
(particularly SDG 11: Sustainable cities and settlements) 
with urban digitalization policy. If the use of digital 
technologies in urban development in the interests 
of the common good is to succeed, municipalities and 
urban societies must retain formative sovereignty, build 
up technological sovereignty, and develop into platform 
providers. To this end, digital (technological) sovereignty 
should be robustly anchored in urban development 
processes. The 'right to the city', extended by a digital 
dimension, should be recognized, and corresponding 
civil-society and science-driven initiatives should be 
promoted. In addition, more personnel and institutional 
attention needs to be devoted to the digitalization issue. 
While many cities and municipalities have already taken 
this step, cities in developing countries and emerging 
economies in particular have a lot of catching up to 
do. Local authorities should make it a priority to create 
positions for data officers, data-protection officers 
and digital innovation officers, as well as competence 
centres for digitalization in municipal administrations 
(Sections 5.4.1, 5.4.2).

Many ongoing projects on digital urban develop-
ment are only partially related to sustainability issues 
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and tend to be on too small a scale; or else their commit-
ment to sustainability requirements are predominantly 
only rhetorical, without any consequences for project 
design. For example, the current lighthouse projects 
under the EU Smart Cities and Communities Initiative 
only address the topics of energy and mobility, without 
taking up other aspects of sustainable digital urban 
development. Although the innovation platform on the 
City of the Future (BMBF, 2018b) has the necessary 
objectives, the projects still seem relatively small-scale. 
In the WBGU's opinion, therefore, there is a need for 
regional, substantial support for real-world laboratories 
that can provide the necessary impetus for sustainable, 
digitally supported urban development. This should 
be accompanied by the development of sustainability 
indicators for cities that can, among other things, map 
the SDGs and how they are affected by digitalization.

Create urban data spaces 
An urban data space denotes "the space in which urban 
data are generated and processed" (Fraunhofer, 2018: 
237). This refers to all the data that are relevant to urban 
development, including data generated and collected 
in cities. Urban data spaces are thus the foundation 
of a participatory, scalable and future-oriented 
digitalization of the public space. A prerequisite for the 
development of an urban data space is an inventory of 
the municipal data pool and the local ICT infrastructure. 
Building on this, a strategy should be developed for the 
use of the urban data space based on the identification 
of the strategic fields of action that are central to 
urban development. From a global perspective, such an 
approach is also recommended for urban development 
policy, as well as for the implementation of the New 
Urban Agenda and the SDGs (Section 5.4.1). 

If municipalities rely on individual manufacturers 
or operators to design their ICT infrastructures 
(Section 3.5.5), a cost-intensive dependency can 
arise. As a general rule, openness in the sense of 
standards-based interfaces, formats and services that 
are accessible not only to manufacturers or operators 
but also to a wide range of actors should be demanded 
when purchasing systems and products or when out-
sourcing, in order to avoid vendor lock-ins (Fraunhofer 
et al., 2018). Private providers that collect data in the 
public domain should be required to report to local 
authorities and submit aggregations of the data. 

In order to involve all actors in urban develop-
ment via urban digital platforms (Sections 3.6, 4.1), 
open interfaces and formats, as well as a conformity 
of standards for interoperable value-added services, 
should be mandatory requirements in the realization 
of urban digital platforms. Furthermore, every soft-
ware component commissioned by the public sector 

should be made available as open-source software for 
use or further development by third parties. This is the 
only way to create a dynamic ecosystem of different 
products without creating a producer dependency that 
excludes potentially relevant actors from the urban 
digital platform (DIN SPEC OUP).

9.1.2.4 
Embed the use of digital technologies into sustai-
nable and inclusive mobility strategies
Sustainable mobility is an important aspect of the 2030 
Agenda. In the following, the WBGU concentrates 
on one aspect: personal urban mobility. Solving 
key problems of urban transport systems (e.g. high 
CO2 and air-pollutant emissions, land consumption, 
noise pollution, rising travel and transport times, 
and accident risks) is likewise not a purely technical 
matter; rather, the decisive issue will be how digital 
solutions are embedded into comprehensive concepts 
of sustainable urban mobility. However, digitalization 
plays an important role in the discourse on the future of 
mobility, since sustainability potential is attributed to a 
combination of intelligent transport technology, shared 
mobility (e.g. car sharing, bike sharing, ride-sharing 
services) or mobility as a service, electromobility 
and autonomous driving. Mobility systems should 
be developed at an early stage based on the guiding 
principle of sustainable mobility. Development should 
be guided by democratically legitimized institutions, 
not by vehicle manufacturers or digital companies; the 
well-being of people must be at the centre of attention. 
The WBGU therefore recommends (further) developing 
guiding principles and implementation plans for 
digitally supported, sustainable urban mobility at the 
level of the cities in cooperation with the national level. 
Such urban, spatial and transport planning should focus 
on health and quality of life.

Digitalization can make an important contribution 
to the promotion of sustainable mobility by making 
societal transport-sector costs transparent. The new 
digital technologies are making instruments available 
that can record and price external effects such as 
emissions, land consumption, loss of time, etc., in 
near real-time; they include intelligent traffic-control 
systems using time- and congestion-dependent toll 
systems or the corresponding pricing of mobility as a 
service. At the same time, unjustified subsidies must be 
reduced. However, these measures must be embedded 
into sustainable and inclusive mobility strategies, also 
because of their distributional impacts.

In order to preserve the formative sovereignty 
of public decision-makers in the field of sustainable 
mobility, measures should be taken to prevent 
individual private-sector actors from obtaining a 
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monopolistic concentration of data and from gaining 
market-dominating positions (e.g. sharing providers, 
mobility-service providers), since access to data is 
increasingly a prerequisite for planning and controlling 
digitalized mobility. In addition, public actors must 
be enabled to collect and use digital data for specific 
purposes themselves. Particular attention must also be 
paid to data protection and to protecting people from 
surveillance. Position and mobility data are particularly 
sensitive – e.g. because even after anonymization they 
can, in certain circumstances, be used to identify the 
bearer and thus to assign further independent data 
sets to this person. Accordingly, privacy issues should 
already be routinely taken into account when planning 
such projects, and the protection of the individual 
from surveillance should be embedded in the digital 
solutions. 

In developing countries and emerging economies, 
ensuring that poorer population groups have access to 
mobility services should also be a priority (SDG 11). In 
addition to access to public transport services, priority 
should be given to safety and to providing space for 
walking and cycling (walkability and bikeability). 
Among other things, this requires political attentiveness 
and investment in infrastructures for non-motorized 
transport, which should not be pushed into the back-
ground by a focus on superficially more visible, large-
scale projects.

9.1.3 
Work in the future and reducing inequality

The world of work and the 
labour markets face profound 
structural changes in the 
foreseeable future. Digital 
technological progress is 
fundamentally changing job 
requirements and job profiles 
in labour markets. What is 
especially different by historical comparison is the 
breadth of the skills and jobs affected and the speed 
with which the changes are taking place. This new scale 
of labour substitution coincides with an equally far-
reaching structural change in some regions, caused by 
the phasing out of fossil energies made necessary by 
climate policy and the abandonment of technologies 
associated with the process. The WBGU believes that 
the main societal and political challenges that are already 
predictable today will lie in dealing with the impact of 
the structural-change processes on income distribution 
caused by digitalization and decarbonization. These 
are unfolding in very different dimensions: between 

human work and other, in some cases new factors 
of value creation, between work involving different 
qualifications, between generations, and between 
different regions and countries. Ultimately, the key 
challenge will be to avoid societal disruptions and 
simultaneously organizing societal change in such a way 
that the employment opportunities that will also exist in 
the future can fulfil the societal functions that gainful 
employment has today. However, the WBGU also sees 
this process as an opportunity to design more sustainable 
working environments. More detailed recommendations 
in these areas can be found in the arenas on 'Sustainable 
workplaces of the future' (Section 5.3.9) and the 'Inter-
national division of labour' (Section 5.3.8).

9.1.3.1 
Discuss work in the future as a sustainability task
The WBGU sees a need for action in the design and 
socio-political monitoring of the foreseeable structural 
change in qualifications and job profiles, so that those 
who are negatively affected are not left behind, and, 
overall, social cohesion is not endangered by the threat 
of inequality. This also includes maintaining the financial 
room for manoeuvre of the state and social security 
systems against the background of labour's increasing 
mobility, the possibility of falling employment levels, 
and other changes in the economic structure. A reform 
of the financing systems of the state and public 
institutions also appears advisable in order to reduce 
the tax incentives to replace human labour. In many 
countries, these result from the high level of taxation 
on earned income that still exists today, raising the 
general wage level and making labour more expensive 
relative to other factors. A revenue-neutral reduction 
in the tax burden on earned income could, for example, 
be achieved in the context of a comprehensive social-
ecological tax reform involving appropriate pricing 
of environmental impacts and resource consumption 
(Section 9.2.3.2).

In addition, the WBGU recommends a continuous 
and fundamental examination of the societal functions 
of work. Even if people continue to work, the question 
is how employment will be embedded and organized 
in society in the future so that the societal functions 
attributed to gainful employment today may perhaps 
be guaranteed even more broadly and comprehensively 
than they are now. To this end, new, extended guiding 
principles of work must be developed and established 
in society. If today's forms of gainful employment 
become less important, a societal consensus will also 
be needed on new approaches and mechanisms for 
ensuring everyone's economic and societal inclusion 
(Section 9.1.3.3). However, new educational contents 
and formats are also needed to enable more people to 
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experience self-efficacy and a meaning in life, without 
these being linked to work and gainful employment to 
the same extent as hitherto.

In addition to shaping and systematically reviewing 
such new blueprints for society, the WBGU believes 
that much attention should also be paid to the question 
of how the transition and the phase of necessary 
societal change can succeed without growing inequality 
and fears about the future jeopardizing social cohesion 
and, ultimately, political stability. On the one hand, 
an early debate serves to help society prepare and to 
safeguard it against the challenges posed by the double 
structural change brought about by digitalization and 
sustainability transformation. On the other hand, in the 
WBGU's view, it promises an opportunity to actively 
develop and establish new and broader possibilities 
for leading a self-determined life and for individual 
development within planetary guard rails.

9.1.3.2 
Secure and promote social standards in occupatio-
nal health and safety
In view of the increasing international mobility of 
labour, for example through the spread of digital 
work platforms, the WBGU regards securing and 
promoting occupational health-and-safety standards 
and social security for employees as a key element 
in shaping structural change in labour markets. In 
order to prevent the exploitation of workers and the 
bypassing of national regulations on occupational 
health and safety, the WBGU recommends an inter-
national initiative to develop and establish (minimum) 
standards of occupational health and safety and social 
security that are as global as possible and include the 
digital domain. On the probably long road to such an 
international agreement, national approaches and 
regulations must also be discussed and strengthened 
to oblige companies to comply with national minimum 
standards when outsourcing and relocating work, thus 
turning employees into quasi-self-employed workers. 
The targeted promotion of alternative, e.g. cooperative 
corporate forms can also potentially contribute to 
improving safeguards for social standards. Promoting 
a stronger organization of employees with the newly 
emerging status of quasi-self-employment is also 
conceivable in order to increase their bargaining power 
vis-à-vis companies. 

In addition, the WBGU believes that in the 
discussion on occupational health and safety and on 
what constitutes 'decent work', new aspects that are 
becoming particularly controversial in the course of 
digitalization should be given greater consideration and 
included e.g. in the International Labour Organization's 
(ILO) definition of 'decent work' (ILO, 2018b: 9). 

Examples include possibilities such as workplace sur-
veillance (e.g. recording work steps on the computer, 
etc.) and the safety and health of workers in times 
of new digitalized tools (technologies for improving 
human performance, e.g. exoskeletons).

9.1.3.3 
Monitor and improve the functioning of labour 
markets
Apart from the financial ability to act of public 
institutions (Section 9.4), continuous monitoring of 
labour markets is necessary for an informed debate on 
the future of work and to shape structural change, for 
example through programmes of further education. 
Against this background, the WBGU recommends 
using the extended possibilities for collecting and 
processing information via digitalization specifically 
for these purposes, especially in developing countries. 
Furthermore, technical decision-assisting systems can 
be used to simplify search processes on labour markets 
and to reduce friction. For example, labour recruitment 
could be improved by introducing new search and 
matching algorithms that bring job seekers and potential 
employers together through an intelligent registration 
of occupations, qualifications and activities, despite 
increasingly differentiated occupational profiles. 
However, such approaches should only be pursued if 
it can be ensured that the decision-making assistance 
systems are non-discriminatory. 

9.1.3.4 
Develop and comprehensively test new distribu-
tion mechanisms
The WBGU sees the danger that, in the course of digital 
change, the remuneration of gainful employment will 
contribute less and less to ensuring economic inclusion 
and a balanced distribution of income, even if extreme 
scenarios of complete automation do not become reality. 
There is a threat of increasing inequality between and 
within societies and countries both from a growing dis-
parity between the salaries of workers with different 
qualifications and from the declining importance 
of labour compared to other assets and factors, and 
correspondingly of labour income compared to profit 
income.

The establishment or further development of social 
security systems is necessary to be able to counter the 
threat of growing inequality, especially in the near 
future, and to be able to help people who cannot keep 
up with the pace of technological progress. New forms 
of social security such as time banks (Section 5.2.2.1) 
can provide support here. In the WBGU's view, the 
methods and scope of continuing vocational training 
should also be expanded and institutionally anchored 
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more firmly; in view of the speed of technological and 
societal change, this is of great importance for securing 
economic inclusion (Sections 5.3.4, 9.1.4).

A combination of traditional social security and 
structural policy in the narrower sense of the word 
could fall a long way short of the mark, especially in the 
longer term, if the aim is to ensure broad participation 
by the population in value creation and avoid more 
extreme inequality. New concepts of redistribution and 
participation must therefore already be developed at 
an early stage and examined in feasibility studies. Such 
distribution mechanisms and their societal acceptance 
are key elements of new, expanded definitions 
of work and the drafts of society based on them. 
Possible approaches that need to be examined more 
thoroughly and systematically than hitherto are forms 
of an (unconditional) basic income or opportunities for 
broader participation in enterprises and their economic 
gains from digitalization, for example by establishing and 
promoting cooperative corporate forms (Section 5.2.2). 
Finally, the state can also contribute to the upgrading 
of societally important, but currently hardly paid or 
unpaid work by, for example, transforming such work 
into formal employment relationships or financially 
supporting them through tax relief. Just like the 
use of social security systems to cushion the effects 
of structural change in the shorter term, however, 
this presupposes a stabilization and strengthening 
of the state's financial room for manoeuvre, which 
must be achieved by reforming and adapting tax and 
contribution systems to the challenges of digitalization 
and exploiting its potential (Section 9.3.2.2). 

9.1.3.5 
International division of labour: prepare for struc-
tural change
The changes in qualification requirements and the 
new, more extensive possibilities of automation as 
a result of digital technological progress also affect 
the economic integration of developing countries and 
emerging economies into global value chains. From 
the sustainability point of view, there is therefore 
a fundamental dimension of distributional effects 
between industrialized countries on the one hand, and 
developing countries and emerging economies on the 
other. 

In the future, it will be possible for many of the 
activities outsourced to developing countries and 
emerging economies to be taken over by technical 
systems and relocated closer to domestic markets and 
end consumers Past development models in which 
locational advantages were exploited by the inter-
national division of labour will thus be called into 
question. At the same time, new access routes are being 

created by digital platforms and by the possibility of 
offering services worldwide, regardless of location. In 
the WBGU's view, more attention should be paid to this 
global dimension of structural change in the future. It 
should be examined more closely whether, and under 
what conditions, new, sustainable development models 
are generated by digital change and by newly emerging 
forms of work and employment relationships on 
digital platforms. A key factor will be to build up ICT 
infrastructures in developing countries and emerging 
economies to counter the danger of a new digital divide. 
This should be accompanied by the development of 
skills in handling and developing digital technologies, 
as well as corresponding investment in education and 
training. 

In order to strengthen the opportunities for 
sustainable development, the WBGU furthermore 
believes that internationally applicable minimum 
standards of occupational health and safety should 
also be agreed on for digital platforms. Digitalization 
offers the potential here to globally check and enforce 
compliance with such obligations and standards.

9.1.4 
Knowledge, education and digital literacy 

People are socialized beings 
searching for meaning. Their 
education accompanies the 
development of personality, 
orientation in social and 
natural environments, and 
how they create and deal with 
change. "Since wars begin 
in the minds of men and women, it is in the minds 
of men and women that the defences of peace must 
be constructed," according to the constitution of the 
United Nations Educational, Scientific and Cultural 
Organization (UNESCO) of 1945. Therefore, in order 
to shape the future in a peaceful and sustainable way, 
people need educational content and formats that 
can meet the respective challenges. The requirements 
of education for sustainable development and global 
citizenship have been systematically recorded in the 
meantime, yet they have only rarely been consistently 
implemented. Today, demands for digital competence 
are growing louder. The WBGU proposes bringing 
the respective approaches together in a concept of 
future education; the corresponding resources must be 
earmarked and obligations enforced to ensure that this 
concept is systematically disseminated on a broad base. 
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9.1.4.1 
Plan education for the digitalized sustainability 
society at an early stage
There is still a quite a lot of uncertainty about the 
effects of rapid, digitally induced socio-technical and 
societal change. As a result, the question of the most 
suitable educational ideal and suitable instruments and 
formats continues to gain in significance. Important, 
relevant skills are known from concepts of Education 
for Sustainable Development (ESD); these include 
multi-perspectivity and critical reflection, creativity, 
innovation capability, the ability to engage in dialogue, 
dealing with uncertainties, and self-control. They 
correspond in many respects to the outlined educational 
needs for dealing with digital change and increasingly 
complex work contexts. Media education is becoming 
more important here and should be enriched and 
extended by basic knowledge about digital techno-
logies and their history, technology-impact assess-
ment, and the qualities of digital information spaces. 
In this way, people can maintain their literacy (vis-à-
vis socio-technical systems, their manufacturers and 
operators, as well as the latter's interests) and, at the 
same time, react flexibly and openly to new technical 
possibilities and developments. Personality formation, 
self-management skills and compassion not only help 
in dealing constructively with uncertainty, global 
solidarity and transformative developments, they are 
also discussed as unique features of humans compared 
to digital and digitalized technology, including AI. With 
this in mind, a future-oriented Education and Training 
Pact for the 21st century should be concluded at the 
national and international level. The prerequisite for 
this is that access to education within and between 
countries is guaranteed for all. The WBGU has developed 
more detailed recommendations here for the arena of 
education (Section 5.3.4). 

9.1.4.2 
Negotiate a Future Education Pact
In the context of the renewal of the World Action 
Programme on Education for Sustainable Development, 
Germany's Federal Government can use the coordination 
structures created between the federal and the state level 
to advance the integration of current skills requirements 
from different angles:

 > Transformation skills: These are fundamental for a 
context of profound and rapid changes in what is 
familiar and for a resultant increase in the role of 
ethical-normative questions as orientation in sha-
ping the new (e.g. philosophy, cognitive flexibility 
and complexity, critical, innovative thinking, and 
dealing with uncertainty and loss). 

 > Sustainability skills: These are oriented towards the 

aim that newly emerging technological, social, insti-
tutional and economic solutions should make human 
well-being possible within planetary guard rails, 
while respecting dignity and diversity. Examples 
include systemic thinking, the integration of scienti-
fic, social-scientific and technical knowledge, and 
dealing with multi-perspectivity and normative 
weightings.

 > Anticipation skills: These are specifically geared 
towards reflection on how theories, concepts and 
assumptions about reality affect visions of the 
future and how these visions of the future in turn 
impact on actions and decisions in the present. 
Examples include the targeted search for divergent 
points of view, sensitivity to the structural power of 
established knowledge and practices, as well as 
empirical knowledge and learning through expe-
rience or simulation. 

 > Digital skills: These are important specifically for the 
new technical, organizational, social and (self-)regu-
latory challenges posed by digitalization. Examples 
include understanding digital technologies, methods 
and option spaces, handling digital media and 
sources of knowledge, digital business models, and 
the socio-technical and psychological effects of digi-
tally mediated communication or control.

9.1.4.3 
Take education seriously as an investment in the 
future 
In addition to an Education Pact, in which the main 
content priorities are defined, a plan for its consistent 
implementation is also needed. Joint financing of the 
DigitalPact for Schools can only be a first step here, and 
its time period is too brief. With regard to the successful 
implementation of the decisions on ESD, there are 
proposals that include, for example, a roadmap of ten 
years and €14 billion in investment (Alliance for Future 
Education). A correspondingly larger undertaking 
is required for additional content and equipment. 
In the context of continuing vocational training, it is 
particularly important to strengthen future-oriented 
offerings in sectors and regions that are affected by 
intensive change processes. Germany continues to rank 
in the lower quarter among OECD countries in terms of 
its expenditure on education; the infrastructure quality 
and staffing levels are inadequate in many schools and 
day-care centres, and large fluctuations in equipment 
and quality have long been documented. For these 
reasons, the WBGU recommends a major investment 
initiative in future education that also systematically 
tackles inequalities in the field of inclusion in 
education. Effective evaluation procedures should be 
drawn up through close cooperation with pioneers 
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from educational practice (kindergartens, schools, 
colleges, universities, further-education institutions, 
municipalities, civil society) and ensure a high level of 
ambition. 

9.1.4.4 
Provide prominent support for the Global Action 
Programme on Education for Sustainable Develop-
ment
According to the review of SDG 4 – "Ensure inclusive 
and equitable quality education and promote lifelong 
learning opportunities for all" – at the 2019 United 
Nations High-level Political Forum on Sustainable 
Development (UN, 2019), the focus in international 
cooperation should also shift from monitoring 
to implementation barriers and to seeking more 
institutional and financial support for achieving the 
educational goals. 

9.1.4.5 
Understand and organize knowledge as an integral 
part of shaping the future 
Especially in times of societal upheaval with a high 
level of uncertainty about what changes are to be 
expected, the selection and quality of knowledge is of 
particular importance for the legitimacy of decisions 
and the anticipation of possible consequences. 
Public authorities are very important for the task of 
creating a societal, facts-oriented understanding of 
plausible, possible and desirable futures and their 
political and technological design. Results, especially 
on controversial topics, should be readily accessible 
to the public and presented in a way that is easy to 
understand. Institutions like the Science Media Centre 
are good as a first step, but no longer sufficient in 
times of more and more communication via social 
media unmediated by journalists. Furthermore, futures 
literacy and anticipation – disciplines that reflect on 
prevailing assumptions of reality as factors that will 
shape ideas and assessments of the future – should 
be incorporated, specifically promoted as a new 
research field and educational topic, and systematically 
integrated into the further development of futurology, 
forecasting and technology-impact assessment. 

9.2
Digital revolution brings new sustainability chal-
lenges

The worldwide spread of digital technologies has given 
rise to specific risks, challenges and opportunities; 
although implicitly outlined in the 2030 Agenda's 
sustainability model, in many cases the scope of 

these factors has not been explicitly formulated. The 
following recommendations on the topics of privacy, 
fragility and autonomy of technical systems, and 
economic and political power shifts show, by way of 
example, possible ways of meeting these challenges. 

9.2.1 
Big Data and privacy

There is still no common 
understanding on how to 
handle data – either globally 
or within societies. Data 
collection, data fusion, data 
trading and data use are largely 
not transparent. In many cases, 
decisions made on the basis 
of data evaluations cannot currently be tracked, and 
there is a lack of individual control over one's own data, 
their exploitation or resale. In return for seemingly 
cost-free services provided by (digital) companies, 
communication and behavioural data are collected 
and used whose value is unknown to the individual. 
Control over large quantities of personality profiles 
can furthermore open up possibilities for influencing 
societal and democratic decision-making that threaten 
the foundations of democratic processes. This not 
only poses a fundamental challenge to the market and 
to democracy, but ultimately also to people's dignity 
through a possible erosion of their autonomy (Spieker-
mann and Christl, 2016: 118 ff.). The WBGU rejects not 
only private but also (and especially) state mass sur-
veillance, since it is in fact fundamentally contrary to 
its professed aim of protecting democracy and destroys 
its foundations.

In view of Big Data's contribution to the im-
pression that the technical conditions for a totalitarian 
dictatorship have never been "as favourable as they 
are today" (Grunwald, 2018b: 54), the development 
is showing its darker side: "Modern man has made 
his environment and his coexistence largely machine-
readable, i.e. predictable" (Ullrich, 2017: 188). It is 
therefore important to defend and preserve human 
and fundamental rights to privacy and freedom of 
opinion as the basis of free, democratic, peaceful 
and sovereign societies in the long term. For this it is 
essential to promote not only data protection, data 
security, informational self-determination and freedom 
from manipulation, but also data quality at national, 
European and global levels (Sections 9.2.1.1, 9.2.1.2), 
and to preserve and protect the digital public sphere 
and digital discourse spaces (Section 9.2.1.3). The 
protection of privacy and the democratic public sphere 
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in the Digital Age should therefore be systematically 
taken into account in the implementation of the SDGs, 
and strengthened with the goal of enshrining the topic 
in a post-2030 process. Recommendations in this area 
can also be found in Section 5.3.2; for recommendations 
on self-care apps and handling digital health data, see 
Section 5.3.7. 

9.2.1.1 
Strengthen public- and private-sector responsibi-
lity for privacy protection
The WBGU endorses the recommendations on the 
protection of privacy and the strengthening of 
individual sovereignty submitted by the National 
Academy of Sciences Leopoldina (2018) and the 
Advisory Council for Consumer Affairs (SVRV, 2017). 
In particular, due to the complexity of the topic, states 
should recruit more appropriate personnel with broad 
interdisciplinary competence to data(-protection) 
authorities in order to optimally safeguard users' data-
protection rights vis-à-vis private and public actors. To 
improve the protection of citizens from the excessive 
use of data by state intelligence services, parliaments 
must be given more effective rights to monitor secret-
service data collection. 

The EU should perceive and develop data security 
and data protection as a future locational advantage; it 
should operationalize the level of protection offered by 
the EU's General Data Protection Regulation (GDPR) in 
a practicable way and, where necessary, further develop 
it (Section 9.3.2.2). Civil society is an important voice 
for the enforcement of individual privacy protection. 
The WBGU therefore recommends supporting NGOs 
active in this field both through communicative 
exchanges with data-protection authorities and through 
scientific research (Section 10.2.4.3). NGOs should be 
empowered to contribute preventively by participating 
in preliminary procedures such as privacy and data-
protection impact assessments or through complaint 
and redress mechanisms. While the responsibility must 
not be shifted onto individuals, each person should 
be able to contribute to their own privacy protection. 
First of all, this requires competence in dealing with ICT 
(Section 9.1.4). The WBGU sees a further opportunity 
for more user sovereignty in user-friendly, accessible 
technical tools for data sovereignty that enable people 
to monitor their own data. Examples include projects like 
mydata.org and decode, which develop technical tools 
for data management. Sufficient resources and capacity 
should be made available in technology development 
for the implementation of the principles of privacy 
and security by design, which are mandatory at least 
within the EU. Accordingly, the protection of privacy 
should already be consistently taken into account when 

planning 'smart' projects, e.g. by means of privacy and 
data-protection impact assessments. The individual's 
freedom from surveillance must already be embedded 
in the technologies used (Kurz, 2018). 

For a broad public discourse, especially on these topics, 
the informational literacy (Ullrich, 2014) of individuals 
and society as a whole should also be encouraged within 
the framework of a digital public sphere (Section 9.1.4). 
As part of a responsible innovation policy, digitalized 
communication should be designed for an international 
public sphere to serve the common good (Dabrock, 2018): 
41) and realized via public-service ICT (Section 5.3.5). 

To ensure the consistent protection of privacy and 
the public sphere, "the German business community [...] 
should also commit itself to handling data in a responsible 
way." (Lukas, 2018: 14) However, in the WBGU's view, it 
should not do this alone – rather, even stronger EU-wide 
data protection legislation and application should "define 
what constitutes responsible data trading" (Lukas, 2018: 
14) – particularly in connection with its own European 
model (Section 9.3.2). A necessary prerequisite for this 
is a structural change from the Big Data concept to a 
concept of 'Smart Data' (Section 3.3.2), which is already 
laid down in legal requirements such as the EU-GDPR 
by principles such as earmarking and data economy 
and should be concretized in the sense of 'data quality' 
instead of 'data quantity'. 

9.2.1.2 
Create international protection of privacy law at 
the UN level 
In the WBGU's opinion, a United Nations Privacy Con-
vention should be adopted covering the global human 
right to privacy (Article 12 of the Universal Declaration 
of Human Rights; Article 17 of the International 
Covenant on Civil and Political Rights). It should 
address detailed legal structures for handling data and 
protecting privacy both within and between countries. 
Privacy should also be understood as an integral part 
of sustainable development and placed on the agenda 
for the future development of global sustainability 
policy (Section 9.3.1). The initiatives established at 
UN level towards a global right to privacy (UN, 2017) 
should be further developed and supported. It should 
be noted in this context that, due to cultural diversity, 
notions of privacy vary greatly on a global scale, as do 
attitudes about what data should be collected, used or 
protected – and what methods should be used. This 
requires a discourse at the international level; local 
initiatives and the actors that promote the discourse in 
the respective countries should be supported to create 
broad multi-stakeholder governance.
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9.2.1.3 
Shape the digital structural transformation of the 
public sphere in a way that is innovative and orien-
ted towards the common good
While on the one hand privacy is increasingly being 
'made public', the public sphere in the Digital Age 
(e.g. in social media) is characterized by increasing 
privatization. Apart from greater risks of manipulation, 
the power of platform operators is already having a 
global impact on the right to freedom of expression 
(Cannataci et al., 2016), for example with regard to up-
load filters. From the perspective of global sustainability, 
however, digital structural change in the public sphere 
leads to a rather ambivalent picture – and not only in 
view of the partially unclear scientific data basis and 
related findings (e.g. in connection with so-called filter 
bubbles or echo chambers; Fraser, 2010; Imhof, 2011). 
First of all, this is a fundamental transformation of 
the conditions governing the public sphere. Although 
the digital structural change of the public sphere is 
not the only reason, it is accelerating its current crisis. 
The general functioning of media attention economies 
(Franck, 1998; Weischenberg, 2018) is at least as 
crucial. Two decades ago, this term was already being 
used to describe not only the increasing abundance of 
information as an individually "unmanageable flood" 
and an "ever-growing surge of stimuli", which were 
"especially designed to monopolize our attention" 
(Franck, 1998: 49). The digital structural change of 
the public sphere has certainly not mitigated but has 
aggravated this situation, and the scarce resource of 
individual attention appears to be more contested 
than ever in the Digital Age. However, the focus is not 
on information, but on the novelty value, so that the 
pressure to be up-to-date is rising, as is the pressure 
of competition and the tendency towards personalized, 
conflict-laden and emotionally charged reporting 
(Weischenberg, 2018: 30 ff.). The WBGU therefore 
recommends that journalistic quality standards should 
not be subordinated to speed and reach, and that 
more support should be given to the cause of press 
freedom, which in some cases is massively threatened 
internationally. In addition to media competence and 
literacy, which are more likely to be located in the field 
of education policy, the WBGU recommends promoting 
corresponding emancipatory projects that seize the 
opportunities of digitalization to provide informed 
public discourse spaces and arenas (Section 9.4.4) in 
innovative ways (Puppis et al., 2017).

9.2.2 
Fragility and autonomy of technical systems

The security and reliability 
of increasingly networked 
technical systems and 
processes are key prerequisites 
for a digitalized sustainability 
society. Initially, this applies in 
general to all ICT infrastructures 
(Section 9.2.2.1), and in 
particular to algorithm-based processes for decision-
making or decision-making support (Section 9.2.2.2).

9.2.2.1 
Security of digitalization as a prerequisite for the 
Transformation towards Sustainability

Enshrine security by design as a standard across the 
board
The WBGU strongly recommends insisting on security 
by design in the security-critical ICT field. This 
requires the further development of the corresponding 
expertise and an inter- and transdisciplinary exchange, 
as well as the (further) training of operators of digital 
infrastructures and ICT. Cyber-security should be in-
corporated and taught from the beginning of training. 
Both the state and the private sector must avoid a 
situation where gaps in cyber-security are not closed 
– supposedly in the interests of public security – in 
order to exploit them for active intervention. The 
fundamental right to guaranteed confidentiality and 
integrity of information technology systems is violated 
when gaps are intentionally kept open. Contrary to 
previous security-policy practices ranging from sur-
veillance to future so-called 'hack-backs', the state 
should do everything in its power to apply cyber-
security methods and techniques across the board and 
to avoid anything that weakens them. Furthermore, 
the WBGU recommends a paradigm shift from globally 
increasing digital offensive strategies to a defensive 
cyber strategy. In the military and intelligence sectors, 
efforts should be made to internationally outlaw 
operations that "directly impair the sovereignty of a 
state, attack its ability to govern, and target critical 
civilian infrastructure such as power grids, production 
facilities, health and food supplies, and communications 
networks" (Kurz and Rieger, 2018: 252 ff.). The WBGU 
would welcome a moratorium restricting a further 
cyber-arms race as a first step that sends an important 
signal. Subsequently, existing international agreements 
in the sense of a global digital peace policy should be 
extended, or new ones initiated.
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Further develop BSI-KritisV and IT security law
The Ordinance on the Determination of Critical 
Infrastructures under the BSI Act (BSI-KritisV) covers 
critical infrastructures in the fields of energy, water, 
food, information technology and telecommunications, 
transport and traffic, health, finance and insurance. The 
WBGU advocates the further development of the BSI 
KritisV to include public-service ICT (Section 5.3.5) 
as a critical infrastructure. In addition, the IT Security 
Act, which was passed against the background of 
possible significant IT security incidents based on 
cyber attacks, should be further developed in such a 
way that malfunctions of different kinds must also be 
reported if the cyber-security and functional security 
of critical infrastructures is under threat. At present, 
for example, ordinary malfunctions do not need to be 
reported, provided they can be prevented by measures 
taken in accordance with state-of-the-art techno-
logy and can be overcome without major problems or 
increased resource expenditure, e.g. as with invasions 
of ordinary malware or hardware failures (BSI, 2017). 
Failures caused by errors of quality, configuration or 
operation are thus also excluded in this way. The current 
specifications should be adjusted in such a way that 
IT disruptions and IT failures are also reported in ad-
dition to significant IT security incidents. Furthermore, 
suppliers, manufacturers and operators of critical 
infrastructures, as well as public authorities, must be 
obliged to publish gaps in cyber-security and errors in 
ICT critical infrastructures in a way that is accessible to 
experts and manufacturers. 

Develop a European register of technical systems, 
their failures and cases of damage
In order to improve the quality and security of ICT 
for the critical infrastructure available on the market, 
a parallel central European register should be set up 
in which they would be recorded in a differentiated 
manner on the basis of ISO standards. One advantage 
of such a register would be greater transparency and 
security, and that it would enable manufacturers and 
operators to continuously improve quality. It could 
simultaneously work as an early warning system to 
identify risks and avoid repeated damage. To maximize 
its neutrality, it should be operated and administered 
by a network of public bodies, and an authorization 
system should be used to assign access authorizations 
according to roles. Where appropriate and possible, 
the register should also be accessible to the wider tech 
community. In addition, a European failure and damage 
register should be established covering ICT failures and 
ICT damage to facilities, installations and parts of critical 
infrastructure, including public-sector ICT. It would also 
be worth considering the inclusion of reports of major IT 

malfunctions and failures in public administrations and 
digital service providers. The register should also be run 
and administered by a network of neutral public bodies, 
and full access should be reserved for an authorized 
circle of experts. However, extracts from the register 
should be accessible to the wider tech community or 
the public. Authorization systems should be used for 
this purpose.

9.2.2.2 
Use of automated decisions
Digital technologies are taking on increasingly 
complex monitoring and control tasks, and societies 
and individuals depend on their reliability. Decisions 
in core areas of society should only be transferred to 
automated systems in ways that are methodically and 
democratically safeguarded and understandable for the 
people affected.

Big Data and algorithmic decision-making processes 
– create legally enforceable rights
There is a need for more transparency on procedures, 
participation by civil society, better information for the 
people affected, and state supervision of algorithmic 
decision-making. In principle, this is a political, not a 
purely technical process that is determined by ideas, 
norms and interests, especially in core areas of society. 
Accordingly, there should be a broader discussion 
on obligations relating to information and labelling 
for those responsible for decision-making, on the 
preventive monitoring of technical systems in critical 
areas of application under which the supervisory 
authority reserves the right to grant authorization, and 
liability rules. These should then be established. This 
also applies if a decision is only partially automated. 
First approaches would be the right to counterfactual 
explanations (Wachter et al., 2017) and to rational 
algorithmic decision making and decision-making 
support (Wachter and Mittelstadt, 2018). 

In the case of algorithm-based decision making 
and decision-making support or similar automated 
processes, only audited processes or certified procedures 
should be used, especially in core areas of society. State 
regulation and, if necessary, explicit licensing of digital 
solutions in socially critical areas of application should 
ensure that there is no threat of (fundamental) rights 
violations or other societal dangers. Furthermore, the 
individuals or legal entities affected must be given a 
legally enforceable right to a rational justification for 
decisions. The WBGU recommends that in automated 
decision making and decision-making support and the 
use of AI in core areas of society (Campolo et al., 2017; 
Villani, 2018), the ultimate decision-making sovereignty 
(and responsibility) should be left with human beings, 
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especially in order to avoid discrimination. Further 
recommendations on scoring in particular can be found 
in Section 5.5.5.

Strengthen liability, information and labelling 
obligations
In the context of democratic processes and multi-stake-
holder participation, the WBGU recommends 
developing criteria, standards and limits for the trans-
fer of automated decision making and decision-making 
support to technical systems in such core areas of 
society as justice, health, welfare, finance and education 
– and for demands on traceability and suability when 
automated decisions are vetted – that go further than 
purely technical explanations.

Instead of simply subjecting algorithms to regular 
testing and certification (AlgorithmWatch, 2017; SVRV, 
2017) – in a similar procedure to today's auditing 
companies – the existing ICT-related certification 
authorities might be authorized to develop quality 
criteria for systems involving algorithm-based 
decision-making processes and to establish appropriate 
auditing and certification procedures. In this context, 
regulations on (and potentially a tightening of) the 
responsibility and liability of private actors should 
be implemented as an additional incentive to develop 
resilient and secure systems (Scherer, 2016). There 
should also be clear quality and security labelling of 
software-based products and services (Kurz and Rieger, 
2018: 256 ff.; Table 4.2-2). Susceptibility to crises and 
the risk of systemic failure increase as the number of 
decentralized, independent components for algorithm-
based decision-making support or decision-making 
systems decreases, as would result from increasing 
monopolization or market concentration. In the context 
of resilience, therefore, accompanying measures to 
maintain and strengthen competition and increase di-
versity are similarly important, also for security-critical 
components (based on standards, open interfaces and 
interoperability; Section 9.2.3). Against this back-
ground, the problem of systemic importance (too big 
to fail), familiar from the financial sector, must also 
be addressed with regard to the required regulation 
and strengthening of private-sector liability, since it 
may otherwise prove to be infeasible for very large, 
systemically important companies. 

9.2.3 
Economic and political  
power shifts

Digital technologies are shifting power and influence 
between states, companies and citizens. As a result 

of strong network effects 
and economies of scale, 
digitalization today is largely 
being shaped by a small 
number of mostly private-
sector stakeholders. Individual 
countries, too, are already 
making intensive use of digital 
technology to boost their state power. Digitalization will 
exacerbate existing social inequalities unless all people 
are given equal opportunities to share in its potential. 

9.2.3.1 
Create public-service ICT infrastructures and digi-
tal commons
A central aspect in achieving the Transformation 
towards Sustainability is substantive inclusion for 
all people ('normative compass'; Chapter 2). The 
WBGU argues that, in the Digital Age, access to 
digital infrastructures is a key prerequisite for a 
decent life and for participation in societal develop-
ment, in addition to classic basic public services such 
as education, health care and security. The state 
therefore has a responsibility to ensure general access 
to public information and communication services for 
all – particularly for disadvantaged population groups 
– as part of the provision of basic public services 
(Section 5.3.5). This includes part of the internet, as 
well as social platforms that can offer data, information, 
knowledge and educational services, provide citizens' 
services (Hanafizadeh et al., 2009: 388 ff.), perform 
public functions, and are publicly or privately run. 
The respective characteristics – content, quality and 
security – of public-service ICT must be differentiated 
according to sectors.

In order to make the added value of a society 
permeated by ICT usable for different purposes and 
for as many people worldwide as possible, the WBGU 
first advocates the establishment and expansion of 
neutral ICT network infrastructures with open inter-
national standards and interoperable interfaces and 
formats. In addition, the conception of modular and 
replaceable technical components should be promoted 
to avoid dependencies on individual manufacturers 
and infrastructure providers and thus guarantee both 
reparability and digital (technology) sovereignty 
(Schieferdecker et al., 2018). Public procurement 
can play a key role here. The components of public-
service ICT must also be adapted to local circumstances 
and political objectives (UNCTAD, 2018); the WBGU 
recommends an open dialogue and cooperation 
between different stakeholders (local authorities, 
business, academia, civil society) to promote a rapid, 
user-centred introduction and improvement of 
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public-service ICT offerings (The Earth Institute and 
Ericsson, 2016: 96 ff.). In addition, open source soft-
ware should be developed in line with such principles 
as interoperability, reusability, security and scalability, 
and used and promoted in public procurement in public-
sector ICT infrastructure projects wherever appropriate 
and possible (Schieferdecker et al., 2018). As a general 
rule, the WBGU recommends, when setting up and 
developing public-service digital infrastructures, 
focusing on their public-welfare orientation, so that 
public funds are used above all to create public goods. 
Societal controllability, discrimination-free access and 
sustaining the natural life-support systems should be 
guaranteed and become guiding principles for public 
procurement in addition to efficiency, security (incl. 
trustworthiness) and resilience. The German Federal 
Government should also work both nationally and 
internationally to secure and strengthen net neutrality 
and promote equal access to the network in rural and 
structurally weak regions. At the same time, in the 
spirit of green IT, the ecological footprint (e.g. resource 
and energy efficiency, recyclability) should already be 
minimized at the development stage, i.e. the natural life-
support systems must be respected and sustained during 
the development, expansion and operation of public-
service ICT infrastructures and services. In addition, 
the importance of digital commons (Section 5.6.2) – 
such as free education in the sense of open education 
and open educational resources, generally accessible 
knowledge via open access and open (government) 
data, and the digitalized cultural and natural heritage 
in a digital sustainability society – and the need to 
make them available and secure must be placed on the 
political agenda both nationally and internationally. 
Digital commons must be organizationally, technically 
and legally secured, e.g. with a view to legal certainty in 
licensing or the long-term preservation of knowledge. 
The central aim is to ensure inclusive and equitable 
access to digital commons by means of open, barrier-
free formats and improved findability and retrievability 
(e.g. by means of international metadata standards) 
and to promote broad participation in the creation 
and further development of digital commons, e.g. via 
flagship projects. Furthermore, quality assurance and 
qualification measures must be taken to ensure the 
provision and use of high-quality digital commons. 
More detailed recommendations for action on public-
service ICT and digital commons can be found in Section 
5.3.5 (arena on public-service ICT) and Section 5.3.10 
(arena on digital commons). 

9.2.3.2 
Reform tax and contribution systems
The WBGU believes that governments and public 
institutions have an important formative role – also, 
indeed especially, in the Digital Age – be it in the 
provision of digital commons or public-service digital 
infrastructures, in shaping broad structural change in 
the social and educational policy field, or to ensure 
economic inclusion and to contain any risks of develop-
ments towards inequality. Doing justice to this role 
requires stable longer-term financial leeway for states 
and public institutions. 

However, in the WBGU's view, the structural 
changes in the labour markets, combined with the 
increasing economic importance of intangible assets 
like data and digital services, give rise to considerable 
doubts as to whether today's tax and contribution 
systems will be able to provide such a financial base in 
the longer term (Section 5.3.3). In the WBGU's opinion, 
the financing of the state and public institutions 
should be linked as far as possible to the design of the 
framework conditions that are needed for sustainable 
development and for the form of digitalization needed 
to achieve this goal. Up to now, however, this link has 
not been made in the discussion about the challenges 
posed by digitalization and possible reform steps. There 
is no doubt that new regulations must be found to tax 
internationally operating companies appropriately. The 
risk of erosion of the financial base of countries in the 
course of digitalization and possibilities for a further 
harmonization of international rules on taxation 
should be, and are already being, intensively discussed 
and explored today (e.g. BEPS project at the level of 
the OECD and G20; OECD, 2015). However, taxes 
and contributions also have a strong steering effect, 
which the WBGU believes should be used specifically 
to promote sustainable development and to shape a 
sustainable Digital Age. The guiding principle for the 
future design of tax and contribution systems should 
therefore be to burden production methods and 
consumption patterns that run counter to these goals 
and, conversely, to correct current tax burdens that are 
not in line with the goals of sustainable development. 
Generally speaking, the WBGU sees three overarching 
starting points for reforms. 

Tax natural resources and external effects that are 
not appropriately priced
The WBGU believes that the very far-reaching 
possibilities for monitoring and analysing environ-
mental changes should be used to consistently gear 
tax and contribution systems towards the goals of 
sustainable development and, in particular, to protecting 
natural life-support systems: environmental influences 
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and damage, and the general societal consequences 
of private actions, should be comprehensively priced 
if these factors are not, or not adequately, covered by 
market prices. With such a (re)orientation of taxes and 
contributions, individual actors, be they companies 
or private actors, can be given prompt (price) signals 
on the societal consequences of their actions in line 
with the polluter-pays principle. This steers the actors' 
attention directly to the protection of the natural life-
support systems and, in addition to adjustments in 
production methods and consumer behaviour, brings 
further technological development much more into line 
with the objectives of sustainable development than 
it has been up to now. Although this reorientation of 
taxes and contributions affects all actors in principle, 
it also addresses in particular energy and resource 
consumption by digital applications and devices and 
thus a central challenge of digitalization for sustainable 
development and protecting the natural life-support 
systems. At the same time, sources of finance are 
tapped that are not directly tied to gainful employ-
ment, thus avoiding an erosion of the state's financing 
base or at least an increasingly unequal distribution of 
the financial burdens of the state and social systems.

Ease the tax burden on labour
Such alternative sources of finance create scope for the 
second central reform approach: the WBGU believes 
that the current high tax burden on (gainful) employ-
ment in many countries should be reviewed and, 
where appropriate, corrected. This tax burden not 
only raises (distributional-policy) questions about the 
future financing of public systems and institutions, 
it also creates strong and one-sided incentives for 
companies and employers to exploit and expand 
technical automation possibilities. Further auto-
mation should not be rejected on principle; indeed it 
can be societally desirable, for example in the case of 
extremely dangerous work. Particularly in the short 
term, however, a very one-sided focus on the broad 
substitution of (gainful) employment instead of, for 
example, the protection of natural resources, is not 
in society's interest. It threatens social cohesion and 
offers too little room for the societal change needed to 
ensure that the societal functions of gainful employ-
ment will also be guaranteed in the future – or perhaps 
even more comprehensively than they are today.

Reform corporate taxation
Without doubt, the appropriate taxation of corporate 
profits is key to maintaining the financial capacity of 
states to act. Problems for nation-state financing caused 
by international tax competition and the aggressive 
tax planning of international corporations already 

existed before digitalization. However, digitalization 
aggravates these problems by generally promoting the 
internationalization and mobility of entrepreneurial 
activities and making the geographical allocation and 
determination of taxable assets more difficult since 
value is shifted to intangible assets such as data.

Despite concerns about a growing imbalance between 
the possibilities that a country has to levy taxes on 
the one hand, and the scale of business activities and 
earnings of non-resident, internationally operating 
companies – especially those of the digital economy 
– on the other, the WBGU does not believe that 
special regulations should be pursued for companies 
in the 'digital economy'. Such distinctions between 
representatives of the digital and non-digital economy 
not only often contradict the internal logic of existing 
corporate taxation systems, they appear, above all, 
arbitrary and increasingly unclear over time in view of 
the widespread impact of digitalization.

Instead, reforms within the existing system of 
corporate taxation are conceivable in principle, as 
is a fundamental departure from the current source-
country principle of corporate taxation towards the 
destination-country principle. Within the existing 
system, which ties the right to tax to the place of 
value creation, new regulations must be found for 
the international allocation of company profits and 
value contributions. One starting point is the further 
elaboration of the concept of digital production sites. 
In addition, criteria, which cannot yet be anticipated in 
full, must be developed for determining the proportion 
of value added generated locally in a particular country. 
If minimum tax rates could be agreed at the inter-
national level (e.g. G20), international tax competition 
could be curbed. 

A more far-reaching step towards reform would be 
to move the taxation of corporate income more towards 
turnover taxation. Including the non-monetary 
exchange of data for services in a company's assess-
ment for turnover tax would represent a first step 
in this direction. This could also be introduced while 
maintaining the current principles of company taxation, 
although its practical implementation raises complex 
issues regarding the full assessment and valuation of 
these barter transactions. On the other hand, a very 
fundamental reform of company taxation that is being 
discussed is the introduction of a so-called destination-
based cash-flow tax. This would generally link taxation 
to the sales generated and to the location of the end 
consumer, and thus no longer to the place of value 
creation or to the increasingly mobile place of profit 
generation. Such a step would clearly go much further 
than the reform steps currently being discussed at EU 
and OECD level. However, since it would significantly 
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reduce and curb incentives for transferring profits, 
and with it international tax competition, the WBGU 
believes that this concept and its legal and economic 
implications should definitely be examined further. 

9.2.3.3 
Forestall monopolization tendencies and 
strengthen competition on digitalized markets
The advance of digital technologies in the economy 
and society has a fundamentally ambivalent impact 
on economic concentration and competition. However, 
big economies of scale and network effects and the 
growing importance of data for successful products 
and services, as well as more radical innovations, 
lead to expectations that there will be ever stronger 
concentration on a few dominant actors; this is already 
becoming apparent today since many digitalization 
processes are still unregulated. The WBGU believes that 
strong economic concentration should be avoided for 
a number of reasons. It has distributional effects that 
exacerbate the dangers of greater inequality between 
countries, but also within societies. From a systemic 
perspective, it impedes the innovation-promoting 
and system-stabilizing forces of competition between 
decisions by different, independent actors and 
information-processing systems. Finally, at the political 
level, there is the danger that societal decision-making 
processes and the formative role of the state will be 
undermined if individual private-sector actors become 
too dominant, especially since the formative power of 
these actors can be significantly increased by digital 
technologies. In order to curb such concentration 
processes, the WBGU believes that competition/cartel 
law should be further developed and, if possible, inter-
national harmonization should be sought. However, 
this evolution of ex-post control is not sufficient. In 
addition, efforts are needed to effectively address the 
structural drivers of economic concentration – which 
are based on the interaction of economies of scale and 
network effects on the one hand and the importance of 
intangible assets such as data on the other. 

Develop effective approaches to competition 
control and coordinate them internationally
It is widely recognized that competition law needs to 
be further developed to achieve more effective control 
and sanctioning of market power and its abuse in an 
increasingly digitalized, data-driven economy. First 
steps have been taken and further adjustments are 
already the subject of intense discussion. The WBGU 
believes that this discussion should definitely be 
continued in greater depth. Against the background 
of international companies and platforms, there 
should also be efforts to internationally harmonize 

competition-law procedures and requirements. 
In the WBGU's opinion, priority should be given 

to further developing competition-law regulations 
and procedures for determining market power and 
its abuse. In particular, they should focus on how 
companies use the data they collect and link to create 
and defend dominant market positions, quite apart 
from the question of pricing products and services. 
The WBGU also supports the idea that scientists and 
antitrust authorities should soon start examining 
the possibilities of (implicitly) collusive behaviour 
using algorithm-based, autonomous decision-making 
systems. The WBGU regards a stronger interlinkage 
between competition law and data protection/privacy 
protection as a significant extension of the scope of 
control possibilities under competition law. This should 
be further explored to make efforts to sanction the 
misuse of market power to circumvent data-protection 
provisions more effective. The WBGU takes a critical 
view – not only from the point of view of competition 
law but also from the sustainability perspective – of 
individual companies combining different business 
segments under one roof if the data linked in this 
way are used to restrict access to relevant basic goods, 
to threaten areas of privacy that deserve particular 
protection, or, for example, to undermine principles of 
solidarity and risk-spreading in the insurance sector. In 
the context of the regulation of well-known industries 
with strong network effects, such as the energy industry, 
the WBGU recommends at the very least considering 
whether the combination of certain business segments 
or operations under the umbrella of a single company 
should not be prohibited under antitrust law, or, if 
this is not possible, whether the possibilities for such 
an antitrust divestiture should be created. This could 
protect abuse-free access to relevant services, e.g. 
access to credit, which can be jeopardized by linking 
comprehensive personality profiles from social net-
works or major e-commerce platforms with offers of 
financial services. Here, too, international criteria and 
regulations should be sought wherever possible.

Address the role of data in the concentration of 
power
In addition to the need for an effective control of possible 
abuses of market- dominating positions, the WBGU sees 
the combination of economies of scale and network 
effects on the one hand and the feedback effects from 
the accumulation of data on the other as fundamental 
structural drivers of concentration on data-rich, data-
driven markets that require further regulatory inter-
vention. Here, competition legislation that acts as 
an ex-post control instrument focused on specific, 
individual cases where existing market- dominating 
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positions are abused, does not go far enough. Rather, 
the WBGU agrees with the view that regulated access 
to data should be developed and enforced to break up 
self-reinforcing positions of power and to dismantle 
barriers to competition achieved by restricting data 
availability. Such forms of regulation necessarily face 
conflicting priorities: on the one hand the advantages 
of openness and broad data availability and, on the 
other, the need to protect privacy and possible (private) 
economic incentives for data collection. Furthermore, 
because the areas and contexts from which data are 
collected are so heterogeneous, there is no chance of 
a blanket regulation of data access. Free or at least 
clearly regulated, non-discriminatory and (in terms of 
interoperability) standardized access should, however, 
be enforced in the case of data that are relevant to 
competition in the further development of products 
and services, do not relate to any individual person, and 
tend to be collected as a by-product of other economic 
activities. Before comprehensive, governmental 
frameworks can be created regarding data access in 
digital market economies, approaches must first be 
developed that allow a more precise definition and 
delimitation of the (societal) value of data and their 
relevance for competition and innovation. In the 
WBGU's view, however, individual areas can already be 
identified today in which society's interest in a broad, 
regulated availability of data is particularly high. This 
applies, for example, to data from public spaces (smart 
cities) or to the digital commons that are yet to be 
created. 

9.3
World order of the Digital Age

Efforts are needed in politics 
and society in order to place 
digitalization at the service 
of sustainable develop-
ment and to counter risks, 
meet challenges, and seize 
opportunities. The enormous 
speed of digitalization processes 
requires adaptive governance; the various levels of 
governance will require an increase in capacity to meet 
this challenge. First, there is a need to strengthen inter-
national governance capacities to deal with the issue 
of sustainable digitalization and digitalization for 
sustainability. The following recommendations provide 
some initial ideas for reaching an understanding on a 
common digital future. Second, the EU is called upon to 
develop its values, develop its path towards the digital 
future, and play an active role in shaping it.

9.3.1 
Global governance for sustainably shaping the 
Digital Age

Internationally, an understanding of sustainability has 
evolved over the last decades as a vision of global, 
long-term well-being; this is expressed by the 2030 
Agenda, the Paris Agreement on Climate Change, and 
other multilateral pacts and agreements in the field 
of environment and development. By comparison, 
efforts to reach an international understanding on a 
regulatory framework and on cooperation in the field 
of digitalization and the application of digital techno-
logies are still in their infancy (Section 8.1). The key 
challenge for the international community today is to 
develop a common vision for a sustainable, digitally 
supported future, and to reach an understanding on 
common guiding concepts, principles and regulatory 
frameworks. Just as the Brundtland report on 'Our 
Common Future' launched a global understanding of 
sustainable development by integrating environmental 
and development issues, a new stimulus is needed 
today for a global understanding of our common 
digital future. This requires stronger global governance 
capacities.

9.3.1.1 
Call a UN summit on 'Sustainability in the Digital 
Age'
Germany and the EU should champion a UN summit 
on 'Digitalization and Sustainability' (UN Conference 
for a Sustainable Digital Age) in 2022 (30 years after 
UNCED in Rio). The central theme of the conference 
with a global perspective would be agreeing on the 
necessary fundamental steps to be taken to achieve 
digitally supported sustainable development and avoid 
unsustainable consequences of digital change. Suitable 
thematic priorities include the use of digital techno-
logies to support the implementation of the SDGs and 
new challenges to global sustainability policy after 
2030. The global summit should take into account the 
recommendations of the High-level Panel on Digital 
Cooperation and the results of the world summits on 
sustainable development held since 1992 (UNCED, 
1992; Millennium Summit, 2000; WSSD, 2002; UN 
Conference on Sustainable Development, 2012, and the 
World Summits on the Information Society in 2003 and 
2005). A key outcome of the UN summit could be the 
adoption of a charter for the international community. 
Such a declaration should set out the fundamental 
goals and principles for the sustainable design of the 
Digital Age, call for a form of digitalization that is in line 
with the sustainability goals, point out systemic risks to 
be avoided, and identify key political starting points for 
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policy-making (Box 9.3-1).
To prepare for the proposed UN Summit, the 

WBGU recommends immediately setting up a 'World 
Commission for a Sustainable Digital Age' modelled on 
the 'Brundtland Commission'. The World Commission's 
task should be to develop the goals, long-term strategies, 
and a vision for the future of digitalized sustainability 
societies. In particular, it should identify the risks posed 
by digital technologies for the Transformation towards 
Sustainability and describe ways of containing them. At 
the same time, the World Commission should stipulate 
the conditions that will allow the potential of digital 
technologies for sustainable development to unfold. 

9.3.1.2 
Ensure that the issue of digitalization is well 
anchored in the UN system
The WBGU sees various possibilities for a stronger 
institutional anchoring of the topic of digitalization 
and sustainability in the UN system. First, all UN 
organizations and institutions working on sustainability 
issues (e.g. UNDP, UNEP, UN-Habitat, IOM, UNCTAD, 
as well as the World Bank and regional development 
banks) should systematically incorporate the issue of 
digital change into their work and strategy-building 
processes. In addition, digitalization should be firmly 
established as a cross-sectional issue. An appropriate 
way of doing this would be to set up a mechanism to 
ensure cooperation between agencies and system-wide 
coordination ('UN Digitalization', analogous to UN 
Energy).

9.3.1.3 
International legal framework as an indispensable 
element
International law is an important component of global 
governance – also in the Digital Age. In addition to 
negotiating a United Nations Privacy Convention 
(Section 9.2.1.2), Germany's Federal Government 
should champion opening a global discourse space for 
new sustainability issues connected with digitalization; 
this would also include the negotiation of a 'UN 
Framework Convention on Digital Sustainability and 
Sustainable Digitalization'. The latter would be the most 
visible measure, but certainly also the most complex task 
in terms of negotiation. In particular, new topics should 
be placed on the international community's agenda, 
including digitalized infrastructures and internet 
governance, participation in digital assets such as data, 
the protection of human decision-making sovereignty 
in dealing with algorithm-based decision-making, AI 
and automation, and the future of human beings in the 
relationship between humans and machines.

Starting points for international agreements on 

cooperation in these and other new fields of global 
governance could be principles known from environ-
mental law, such as the precautionary principle, the 
polluter-pays principle, the cooperation principle 
and the integration principle. For example, techno-
logy-impact assessment should be enshrined as a fixed 
component and preventive controls by the authorities 
should be ensured in research, development and the 
application of autonomous and self-learning systems 
(precautionary principle). According to the cooperation 
principle, companies should be turned into promoters 
of a digitally supported Transformation towards 
Sustainability, e.g. through corporate eco-digital 
responsibility, incentives (privileging), and a public 
discourse on the transfer of state/private decisions 
to technical systems (cooperation principle). Liability 
gaps should be closed and responsibilities (product 
responsibility) assigned (polluter-pays principle). Old 
and new sustainability issues (ecology, privacy) should 
be integrated as cross-sectional issues into all areas of 
digital change (integration principle). The integration 
principle can also be applied to digitalization itself, 
which should be considered in all processes as a new 
cross-sectional topic and in the function of a tool and 
as a source of new challenges.

9.3.1.4 
Appoint a scientific panel on digitalization and 
sustainability
Scientific advice for policy-makers, technology-impact 
assessment and the broad-based integration of 
foresighted expertise on long-term developments and 
feedback between ecological and digitalized socio-
technical systems should be institutionally strengthened 
in order to establish 'anticipatory governance'. The 
example of the IPCC has shown that pooling scientific 
expertise is an important prerequisite for fact-based 
policy-making for political decision-makers. The WBGU 
proposes setting up an intergovernmental or inter-
national scientific body to prepare regular assessment 
reports on the state of scientific knowledge on all socio-
technical and ecological aspects of digital change that 
are relevant to sustainability. Building on experience 
gained to date, such a body could be structured similarly 
to the IPCC or IPBES. 

9.3.2 
The EU as a pioneer of a digitalized sustainability 
society

As the world's largest single market, having its own 
model of a digitalized sustainability society would give 
the EU an opportunity to make an international name 
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for itself as a "sustainable environment in which to live 
and work" (RNE, 2018a). Against this background, 
the German Federal Government should, within the 
framework of its EU Council Presidency in 2020, commit 
itself to developing a common European vision and 
strategy for a digitally supported sustainability society 
and to firmly establishing sustainable development 
itself as a guiding principle for European digitalization 
policies. The point of departure for a European path 
towards digitalized sustainability societies is the 
assurance of common values. The WBGU regards a new 
humanism for the Digital Age as a guiding principle for 
European development (Chapter 7). Essential elements 
of such a value system are also set out in the Charter 
(Box 9.4-1). 

9.3.2.1 
Setting the course for the digitalized sustainabi-
lity society
An important step for the European model is to integrate 
the interaction of sustainability and digitalization into 
EU policies. The overarching EU strategy should ex-
press this objective, with a clear focus on the 2030 
Agenda and a strong prioritization of known and new 
sustainability issues involved in the digital revolution. 
A European vision of a sustainable digital future would, 
in addition to the goal of creating a digital internal 
market, focus in particular on sustaining natural life-
support systems and protecting other interests of the 
common good. The WBGU sees energy policy, the 
mitigation of climate change, and the circular economy 
as priority areas. In addition, the social dimension of 
both transformation processes is an important element 
of successful integration (Box 8.5-1). 

The principles of environmental law (precautionary 
principle, polluter-pays principle, cooperation principle 
and integration principle; Sections 8.4.2 and 9.3.1.3 ) can 
be used to further develop the digital agenda. They can 
also provide guidelines for a sustainable framework for 
digitalization processes. Up to now, the decisive drivers 
of digital change have been economic interests and state 
surveillance and control. Sustainable digitalization policy 
should above all pursue interests of the common good.

Digital change, its opportunities and risks should 
be systematically included in the current preparations 
for the EU Environment Action Programme and the EU 
Decarbonization Strategy for the Paris Agreement. The 
development of an 'EU Strategy for Sustainability in the 
Digital Age' also opens up the possibility of placing new 
sustainability issues – such as privacy protection, digital 
inclusion, the sovereignty of human decision-making 
and the unique features of human beings in the human-
machine relationship – onto the sustainability agenda 
(Section 8.3). With an 'EU Strategy for Sustainability 

in the Digital Age', the EU could furthermore play a 
pioneering role in the further development of the 2030 
Agenda. Europe can thus give new impetus to global 
digital development (Section 8.4; Box 8.5-1). 

To make this vision a reality, investment and innovation 
should be steered in this direction, for example by 
building up a sustainable European ICT infrastructure and 
testing digital technologies in cities, municipalities and 
regions (Box 10.3-3). Looking into new indicators and 
guiding concepts for measuring and evaluating economic 
success offers potential for promoting change towards 
the common good (Section 8.4.1). Important example 
projects include the provision of public-service ICT 
and participation in digital commons (Section 9.2.3.1). 
Education and research are key prerequisites for the 
development of concrete elements for the success of 
this model (Section 9.1.4, Chapter 10). 

9.3.2.2 
Enhance data protection and ethics in technology 
design as a competitive and locational advantage
Instead of conforming to a kind of global competition 
that contradicts its own values, the EU, as a powerful 
actor, can go on the offensive and introduce its own 
rules in order to change global competition itself in the 
longer term. The protection for privacy created by the 
EU-GDPR should be seen as a locational advantage and 
consistently expanded (Section 9.3.2.2). Participating 
in international competition with China and the USA 
on training-data-intensive machine learning at the 
expense of privacy would be a mistake; it would 
undermine the European system of basic values. Instead, 
sustainability, fair production conditions, privacy and 
cyber-security in technology design and at work (ethics 
by, in and for design, privacy by design, security by 
design, sustainability and fairness by design) should 
become central action-guiding elements of a future 
European digitalization model. The most important 
reference here is the EU-GDPR and the development 
of sustainable data handling. The responsible hand-
ling of data and privacy would put the EU in a unique 
position if consistently enforced and not watered down 
in global competition. The EU should therefore create a 
competitive advantage and, at the same time, perceive 
sovereign data protection and ethically reflected 
technology design as locational advantages. 

As a first interpretation proposal for handling 
personal data, the EU-GDPR is the strictest standard 
worldwide. It needs to be decisively implemented, 
enforced and constantly further developed. It aims 
to protect natural persons when their personal data 
are processed and transferred, thereby protecting the 
fundamental rights and freedoms of natural persons. 
In the WBGU's view, the question of whether these 
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protection objectives are achieved will depend to a 
large extent on the consistency of their enforcement, 
concrete application and further development, e.g. by 
data-protection authorities and the courts. In addition 
to strengthening law-enforcement authorities in the 
Member States, the EU-GDPR should recognize and 
support civil-society actors in their important role as 
cooperation partners in its enforcement. A debate on 
privacy should be initiated and supported throughout 
society. The WBGU recommends vigorously countering 
excessive surveilling and profiling. This requires, among 
other things, a powerful ePrivacy Regulation (ePR). The 
German Federal Government should therefore work at 
the EU level to lift the blockade on the ePR and imple-
ment it in the interests of its citizens. The negotiation 
process on the ePrivacy Regulation, which is currently 
largely blocked, should be accelerated in the public 
interest. This and the further development of the EU-
GDPR would also send an international signal to third 
countries, especially to developing countries (Kuner et 
al., 2017). Effective data-protection instruments should 
be successively established as international standards 
via multilateral processes. In the Digital Age, data 
processing is not only the cause of violations of privacy, 
but also of concentrations of power and undesirable 
economic developments. The EU should therefore put 
data protection, together with data obligations, on the 
agenda – also in relation to non-personal data. 

9.3.3 
Actor constellations for digitalized sustainability 
societies

In order to steer digitalization towards sustainability, 
alliances of actors are needed that promote normative 
guidance, regulatory frameworks and fair market 
structures in society. Combining digitalization with 
sustainability objectives is a political process, not a 
technological one. The WBGU has examined the actor 
groups, viz. individuals, business and enterprises, civil 
society, tech communities, cities and municipalities, 
states, transnational actors, and the international 
community of states (Chapter 4). Trends can be 
deduced as to which groups of actors will gain influence 
and room for manoeuvre through digitalization and 
which will lose it. From the target perspective of a Great 
Transformation towards Sustainability, it is necessary to 
involve actors with the power to shape transformation 
and to open up room for manoeuvre for pioneers of 
change. Specific recommendations have already been 
made on some actor constellations in Sections 9.1 to 
9.3. 

The WBGU adheres to the concept of polycentric 
governance, which focuses on the interdependence of 
actor groups. The following recommendations aim to 
enable a wide range of actors to assume responsibility 
for the Transformation towards Sustainability in the 
Digital Age (polycentric responsibility architecture; 

Bos 9.3-1

Avoiding systemic risks in the Digital Age 

In order to be able to exploit the potential of digitalization, 
we must be aware of the possible systemic risks in the Digital 
Age. Digital systemic risks include conceivable, large-scale 
changes in our societies, each of which could in itself trigger 
destabilization in those societies. Knock-on and cumulative 
amplifying effects would multiply accordingly and have a 
broad-based impact. 

While some of these threats are undisputed (e.g. 
labour-market disruptions), the magnitude of the changes 
is uncertain. The probability of other systemic risks occur-
ring is significant (e.g. breaching planetary guard rails, digital 
authoritarianism, further power gains by major digital cor-
porations), while the likelihood of other risks occurring is 
relatively low from today's perspective (e.g. acceptance of 
human enhancement to create an optimized Homo sapiens). 
However, even the latter systemic risks must not be neglected 
because, in a worst-case scenario, they would have a major 
impact on the future of civilization. The WBGU identifies the 
following systemic risks in the Digital Age:

 > the breaching of planetary guard rails as a result of digitally 
driven, resource- and emissions-intensive growth patterns,

 > the disempowerment of the individual, threats to priva-

cy and an undermining of the digitalized public sphere 
through digitally empowered authoritarianism and totali-
tarianism,

 > an undermining of democracy and deliberation by norma-
tively and institutionally non-embedded, automated deci-
sion-making or decision-making support,

 > dominance by companies that can elude government con-
trol, driven by further data-based power concentration,

 > disruption of labour markets by the comprehensive auto-
mation of data-driven activities and the danger that human 
labour will become increasingly irrelevant to the economy,

 > a deeper division of global society as a result of limited ac-
cess to, and use of, digital potential, mainly by wealthy mi-
norities in the global society,

 > abuse of the mechanization of humanity on the basis of hu-
man-enhancement philosophies and methods.

It is also important to bear in mind that the digital upheavals 
are being experienced by societies that are already unsettled 
by globalization, the rise of new powers, refugee flows and 
forms of authoritarian populism. The bow-waves of digitaliza-
tion are colliding with the current crisis in Europe and the 
West, as well as with frontal attacks on a multilateral world 
order based on cooperation and rules. The systemic risks of 
the Digital Age could overlap with and reinforce the centrifu-
gal forces that already exist in many societies.
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WBGU, 2016b). Within a polycentric responsibility 
architecture, strong actors such as states or inter-
national organizations can generate impetus and 
actively strengthen other actors, e.g. in order to form 
coalitions or counterweights to powerful players. Some 
of these potentially strong actors have yet to develop 
the ability to shape digital processes. To this end, digital 
competencies should be developed and linked to the 
requirements of sustainability transformation. 

9.3.3.1 
Develop civil-society networks for individual and 
public-interest concerns 
Since individuals in the digitalized world are exposed to 
numerous prestructurings and complexities, they need 
custodians of their collective interests who represent 
non-commercial interests (e.g. consumer-protection 
organizations). Existing organizations only provide 
individuals with limited protection from possible 
violations of individual rights by digital applications. 
For example, the interests of data-generating users vis-
à-vis commercial companies that exploit their data have 
so far not been safeguarded by custodians such as trade 
unions. This requires the development of new forms and 
representation rights. Civil-society organization and 
civic involvement are particularly crucial in the Digital 
Age as a link between the individual and society, but 
also as a counterbalance and supervisory entity that 
monitors state and economic power. Strong networks 
of civil-society actors can become a critical sensorium, 
both nationally and globally, for ecological, societal and 
human-rights grievances, and in this sense be promoted 
and institutionalized all over the world. 

9.3.3.2 
Win over tech-communities as allies for the Trans-
formation towards Sustainability
Due to the ever-increasing influence of the tech 
communities (Section 4.2.4), discourses relevant 
to sustainability should be systematically and 
institutionally promoted among this actor group. The 
discussions within the tech community on values by 
design, corporate social responsibility, the responsible 
use of technology, and the development of a professional 
ethic offer good starting points for leveraging potential 
for the ability to act, shape and plan when moving 
towards sustainability transformation. These contents 
should also become an established part of education 
and further training. Alongside a strengthened form 
of corporate social responsibility, technological social 
responsibility should also be established so that tech 
communities increasingly become pioneers of the 
Transformation towards Sustainability. The Corporate 
Digital Responsibility Initiative launched by the 

Federal Ministry of Justice and Consumer Protection 
(BMJV) has taken a first step towards defining possible 
principles of digital responsibility in Germany. This can 
be further developed. 

A 'Weizenbaum oath' (Section 4.2.4) could serve 
as a professional ethic for the sustainable design and 
use of digital technologies. It could commit the tech 
communities to general principles that guide the 
development and application of digital technologies. 
These principles, too, should be an established part of 
the education and further training of experts.

9.3.3.3 
Mainstream technical knowledge and modernize 
state institutions 
The digital and sustainability competencies of public 
actors need to be strengthened in a targeted way for 
the Transformation towards Sustainability. In order to 
fully tap into the sustainability potential of digitalized 
state action, an understanding and technical knowledge 
of the opportunities and risks of digitalization should 
be enshrined in all government institutions from 
the local to the national level and across all relevant 
subject areas (mainstreaming). Moreover, states should 
increasingly act together and cooperate multilaterally 
in order to (re-)gain their ability to act. They should 
ensure that civil rights are not restricted and that 
privacy is not violated. In the Digital Age, states have 
a special obligation to offer protection from threats to 
human dignity and must prepare themselves to be able 
to meet this obligation. 

9.3.3.4 
Use the resources of transnational and internatio-
nal organizations for sustainability
In the best-case scenario, digital interconnectedness, 
virtuality, and knowledge growth can be positive 
drivers for the formation and diversification of trans-
national structures that have already been set in 
motion and which, in the long term, will cumulate 
into a kind of critical global society or global en-
vironmental awareness. This requires the main-
streaming of sustainability topics in transnational 
networks and organizational structures dealing with 
digital and digitalized infrastructures (e.g. ICANN). 
This perspective could be actively introduced by state 
or civil-society actors. International sustainability-
governance organizations, which represent a key global 
knowledge resource with their fact-based reporting, 
should in the future take on a new role in the sense 
of informational quality assurance. In addition, inter-
national organizations, resources and networks should 
form a bridge between transnationally organized units 
and states. A compatible model example of this is the 
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Box 9.4-1

‘Our Common Digital Future’ – a draft charter for 
a sustainable Digital Age

Preamble
Conscious of the responsibility of all societies for our common 
digital future,

conscious of the urgent need for decisive action to 
limit anthropogenic climate change and sustain the natural 
life-support systems, and conscious of the responsibility of 
humankind in the new geological epoch of the Anthropocene,

endeavouring to work towards a humanistic vision for a 
networked global society of the Digital Age in which civiliza-
tional and human potential can fully unfold,

recognizing the Universal Declaration of Human Rights, 
the report of the World Commission on Environment and 
Development, the United Nations Conference on Environ-
ment and Development, the Basel Convention on the Control 
of Transboundary Movements of Hazardous Wastes and their 
Disposal, the United Nations-sponsored World Summit on the 
Information Society, the United Nations 2030 Agenda with 
its Sustainable Development Goals, the Paris Agreement and 
similar processes launched by informal initiatives,

the undersigned acknowledge and commit to the imple-
mentation of the following goals, principles, freedoms, rights 
and obligations. 

Goals and principles
1. Human dignity shall also be inviolable in digital space. 

Everyone shall have the right to digital identity, soverei-
gnty, data protection and privacy. This shall also include 
the right to evade digitalization in the private sphere and 
the right to be informed if an interaction partner is not a 
human being but a technical system. 

2. The development of digital technologies and digitalized 
infrastructures shall always be geared towards sustaining 
the natural life-support systems. The planetary guard rails 
must be observed, global and local environmental pro-
blems must be avoided. The polluter-pays, cooperation, 
integration and precautionary principles must be obser-
ved as guiding principles.

3. The development of digitalized infrastructures shall 
always be oriented in such a way that it is accessible to 
all and offers equal opportunities for societal participa-
tion and realization. For the underlying technologies such 
as microelectronics, tele- and data-communication net-
works, data processing and artificial intelligence, infor-
mation on the basic functions should be accessible to all 
worldwide. 

4. The rights of the individual to the protection of individual 
freedom of development in the digital space shall be gua-
ranteed. These rights shall include informational self-de-
termination, the protection of freedom of expression and 
digital identity, the protection of minorities and protec-
tion against discrimination. All people shall have the fun-
damental right to inspect and correct data stored about 
them, to determine their use and to have them deleted. 
These rights shall be legally enforceable.

Digitalization at the service of sustainability goals
5. The potential of digitalization should be used worldwide 

to achieve the goals of sustainable development (2030 

Agenda and beyond). Solutions based on digital techno-
logy should be considered in societal decisions involving 
the goals of sustainable development.

6. The development of digital technologies and digitali-
zed infrastructures shall always take the environmental 
and social impacts into account. The planetary guard rails 
must be observed.

7. Digitalization shall be used specifically to monitor the 
UN's sustainability goals and thus to safeguard social and 
ecological standards.

8. All countries shall contribute to the development of digi-
tal commons, to the cultural and natural heritage and to 
the global state of knowledge, and shall ensure their pro-
tection and universal accessibility across generations. 

Avoid systemic risks
9. All states and companies shall actively work to mini-

mize risks to critical infrastructures. They shall be obli-
ged to inform each other about errors and vulnerabilities 
and to ensure that these are remedied. Responsibility for 
damage shall always be clearly defined.

10. The use of digital technology involves obligations. Its use 
should at the same time serve the common good. Digital 
solutions may not be used to oppress people, to monitor 
them without cause, or to exercise social control.

11. All states shall have a duty to provide appropriate sup-
port for people affected to adapt to the changes in the 
world of work caused by digitalization according to the 
principles defined above.

12. Human decision-making sovereignty in the use of artifi-
cial intelligence and algorithm-based automatic systems 
in societal decision-making processes shall be guaranteed. 
Human beings shall retain the right to make the final deci-
sion. Automated decision-making and decision-making 
support must always be traceable, and shall take place only 
within a clearly defined framework and with the option of 
making corrections. The responsibility for automated deci-
sion-making and decision-making support shall always be 
clearly defined.

13. All states shall have a duty to preserve the right of the 
individual to Eigenart and imperfection. Societal pressure 
to optimize the human body through technology shall 
be countered. All states shall agree on binding rules and 
ethical guidelines at the multilateral level.

14. Cyberattacks shall be subject to the Geneva Conventi-
ons on Armed Conflict and their additional protocols, 
which must be supplemented to include attacks on cri-
tical infrastructures. The use of fully automated autono-
mous weapon systems shall be prohibited. The protection 
of the civilian population shall have the highest priority. 

Prepare for procedural challenges
15. All states and companies shall develop ethical guidelines 

on the conception, development and application of digi-
tal technologies and solutions with regard to human dig-
nity and sustainability goals and shall create the neces-
sary legal and organizational frameworks for their imple-
mentation. 

16. All states shall create institutions that give advice on the 
use of digital technologies when they impinge directly 
on human dignity, the natural life-support systems, the 
inclusion of all human beings, or the individual's Eigen-
art. All states shall create the conditions for civil society to 
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work of the UN Climate Secretariat (Section 4.2.7). 

9.4
New normative questions – the future of Homo 
sapiens

New ground is repeatedly being 
broken as the capabilities and 
proficiencies of technical 
systems are continuously 
further developed, human 
abilities extended by technical 
systems, and attempts made 
to confer human-like abilities 
on technical systems. This raises fundamental ethical 
questions that must be discussed by society as a whole. 
Currently, images of utopian or dystopian science fiction 
abound in the discourses on cooperation and collaboration 
between humans and machines, and on the physical (and 
social) mechanization of humans through digitalization 
(Chapter 6). Yet the emotionally charged atmosphere and 
the focus on a distant future distract from the fact that 
borderlines are probably already being crossed today 
that require immediate regulation (Section 9.4.1). The 
WBGU's normative compass, which has been extended 
to include human dignity, can provide orientation on 
topics that currently still seem futuristic. Today, there 
are already concrete challenges to the protection of 
individuals from objectification (Section 2.3.2), to 
enabling self-determination and the free development of 
personality, and to diversity as the basis of creativity and 
an opportunity for necessary transformations in society. 
Developments that are already emerging inevitably lead 
to questions as to which technical developments we want 
to – and which we do not want to – realize in the future, 
taking their possible consequences into consideration. 
This requires the creation of discourse spaces and early 
warning systems (Sections 9.4.2, 9.4.3).

9.4.1 
Brain-computer interfaces: incorporate data pro-
tection and shut-down options

Although assessing the development of brain-
computer interfaces (BCI) and neuroprosthetics is 
often speculative, in the meantime these techno-
logies are considered significant by major investors. 
Correspondingly large research budgets and activities 
in the private sector are not without implications for 
research ethics and society, however, because the 
""meaningful, marketable and clinically usable develop-
ment of brain-computer interfaces and brain-stimulation 
devices is only possible with equal and intensive co-
operation between physiological, engineering and 
clinical disciplines"" (Birbaumer, 2017: 8). In this 
context, the fact that the development departments 
of corporate groups often employ medical engineers 
without any clinical training or experience and without 
access to clinical groups is regarded as problematic in 
view of the lack of interdisciplinarity (Chapter 10); the 
same applies to decisions to make and design develop-
ments based on profit expectations and the availability 
of new technological options without reflecting on the 
ethics. Digitally controllable prostheses and implants 
are already being used for curative purposes today, in 
some cases without mandatory encryption or switch-
off functions (Birbaumer, 2018; Clausen et al., 2017). 
There is an urgent need for action here.

Although technologies for reading thoughts are still 
rudimentary, and emotions cannot yet be read at all 
(e.g. by using scientifically questionable commercial 
EEG devices), such developments are theoretically 
possible in the foreseeable future (Birbaumer, 2017). 
The WBGU therefore believes that the foundations 
must now be laid for regulating the use of such develop-
ments, which may possibly be pushed in ethically 
problematic directions for commercial reasons. Since 
the rapid development of new sensors and machine 
intelligence could make 'mind-reading' possible within 
a few decades, at least in a limited form, it is important 
to already oblige manufacturers today to install an 
emergency shut-down switch. The maximum safety 
and resilience of such systems must also be guaranteed 
(Birbaumer, 2017: 32). In this context, cyber security 

participate in these processes at an early stage.
17. Through technology-oriented future-proof education, all 

states shall enable their citizens to participate in the use 
of digital technology, to develop an awareness of global 
responsibility and a holistic understanding of their opti-
ons for action in the Digital Age, and to actively partici-

pate in shaping future developments of digital technolo-
gies and digital infrastructures. This shall include in parti-
cular education for sustainable development.

18. All states shall cooperate at a multilateral level in accor-
dance with the objectives and obligations agreed in this 
Charter. 
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(Section 3.3.4) would be a new, additional guarantor of 
mental integrity. 

In view of the foreseeable quantitative increase 
in neuro data, the WBGU continues to recommend 
creating an individual right to privacy in the 'default-
opt-out' mode, strictly regulating the commercial use 
and passing on of data, and extending existing inter-
national obligations (e.g. UN Declaration of Human 
Rights) by adding corresponding 'neuro-rights' (Yuste 
and Goering, 2017: 161 ff.). The rapid and, in some 
cases, already very advanced research and develop-
ment in this area shows that spaces and institutions 
urgently need to be created for early discussions on 
setting possible borderlines and imposing moratoria 
(Section 9.4.3).

9.4.2 
Licensing standards and 'early warning systems' 
in the field of human-machine interaction 

Not only does the physical technologization of human 
beings by machines raise fundamental questions; the 
intensification and redesigning of human-machine 
interaction also requires foresight and the containment 
of possible dangers relating to social policy, individual 
freedom of knowledge and decision-making autonomy 
(Birbaumer, 2018: 25 ff.). Today, Alexa and Siri are 
already becoming part of more and more people's 
everyday lives in industrialized countries. In view of 
people's tendency to anthropomorphize autonomous 
systems, urgent societal questions arise here. In some 
cases, we interact with autonomous systems without 
knowing it (avatars, bots, service robots), which is why 
the WBGU strongly recommends a labelling requirement 
for communication with a machine 'counterpart'. 
Furthermore, (partially) autonomous robots are 
already being used today in vulnerable areas, e.g. in 
nursing care, with patients suffering from dementia 
(Paro therapeutic robot) or in children's rooms (e.g. 
networked toys with audio-visual tracking functions). 
Due to the potentially far-reaching consequences for 
mental integrity, the WBGU recommends laying down 
appropriate general licensing standards for all socio-
technical innovations, i.e. products and services related 
to human-machine interaction. In order to keep pace 
with rapid developments driven by strong commercial 
interests, new and more anticipatory forms of techno-
logy-impact assessment need to be developed, as well 
as early warning systems for particularly vulnerable 
target groups (children, adolescents, etc.).

9.4.3 
Continuously adapt our understanding of the 
relationship between humans, machines and the 
environment 

Man-made digital technologies not only make it possible 
to irreversibly change the planet, they also influence 
and change human beings and the prevailing ideas of 
what it means to be human (Chapter 7). The relation-
ship between humans, machines and the environment is 
dynamic because all three components can be changed 
by technology and society. Nevertheless, technology is 
and will remain the work of human beings even in the 
long term. A critical and responsible anticipation of the 
future potential and risks of technological developments 
therefore requires a different, broader understanding of 
the future instead of a one-sided technology-oriented 
one. In addition to an education pact (Section 9.1.4.2), 
the WBGU recommends backing this up scientifically by 
further developing the necessary principles of futurology, 
forecasting and technological change (Chapter 10). 
Due to their societal significance, we see here a strong 
obligation to make the research results accessible to 
societal discourse, for example through new formats of 
knowledge transfer such as opportunities to experiment, 
road shows or testing in real-world laboratories.

9.4.4 
Create effective and inclusive discourse arenas

A further building block is the creation of arenas of 
discourse by Germany's Federal Government – offering 
spaces for discussion in which civil society, scientists, 
businesspeople and policy-makers can exchange views 
on values, goals, and the limits of digital change. The aim 
of this instrument is to organize societal discourse in such 
a way as to raise awareness of the new ethical questions 
emerging in the context of digital change – and to develop 
answers for society. These arenas should be organized 
in several interconnected and complementary formats. 
Their results should be incorporated into parliamentary 
procedures, for example through statements (oral or 
written) to relevant Bundestag committees (e.g. on the 
Digital Agenda). In addition, an interministerial or state-
secretary committee for sustainable digitalization could 
be established.



The WBGU is oriented towards the questions of a global 
societal future within planetary guard rails. Research 
and innovation are of great importance in shaping 
a constructive role of digitalization for sustainable 
development. The WBGU sees technological progress 
not as an end in itself, but as a means of achieving 
societal goals, in particular a decent life for all. In line 
with its normative compass (Chapter 2), the WBGU 
therefore expressly welcomes the corresponding basic 
convictions of the BMBF's digital strategy (2019) and 
their forthcoming implementation.

In this report, the Transformation towards 
Sustainability is considered together with the power of 
digitalization and how it can be shaped. For sustainable 
development in the Digital Age, sustainability issues 
should be embedded in innovation and research 
policy on a broad societal level and should have 
international appeal on the sustainable design of the 
entire innovation system at both the national and 
European level. ‘Transformation research' aimed at 
better understanding the importance of digitalization 
for fundamental societal change processes plays an 
important role here, as does 'transformative research', 
which, with its research findings, initiates and catalyses 
transformation processes towards sustainable develop-
ment (WBGU 2011: 23 ff.). The contribution of science 
lies not only in stimulating relevant discourses but also 
in providing sound technical foundations for them 
in order to develop new technologies for digitalized 
sustainability and prepare them for application.

Although it is already understood that radical societal 
changes are to be expected on the way to the Great 
Transformation towards Sustainability and to digital 
change, current research in the context of digitalization 
continues to focus on technological development, e.g. 
Big Data, Artificial Intelligence (AI) or autonomous 
systems – as shown by a mapping of the discourse 
landscape carried out by the WBGU (Box 10.3-1). The 
content and direction of this research are primarily 
determined by economic potential, not least in the 
context of international competitiveness. Ecological 
and social research issues, the latter with the exception 

of the thematic blocks of knowledge, education and 
digital literacy, are addressed to a much lesser extent. 
This also applies to the major questions of the future 
for the further development of society and people in 
the context of digital change (Chapter 7). 

Compared to the speed and breadth of digital change, 
there is therefore still not enough reliable knowledge 
about the impact of digital technologies on the Earth 
system, societies and people. As a result, socio-political 
discourses on the effects of digitalization – for example 
with regard to work in the future or energy and resource 
consumption – are characterized by contradictory 
assessments and a lot of uncertainty. Equally, research 
has only just begun on the potential and risks of 
digitalization for achieving the internationally agreed 
Sustainability Goals (UN Sustainable Development 
Goals; UN General Assembly 2015) and the question 
of how digitally supported educational measures can 
promote knowledge and action for the Great Trans-
formation towards Sustainability (UN, 2018a).

This status quo suggests both a reorientation of 
the current research foci on digitalization towards 
sustainability and the further development of 
sustainability research related to digitalization. The 
WBGU proposes the following overarching lines of 
research to fill existing gaps in knowledge and to gain 
more insight into the potential and risks of digitalization 
for a transformation to a sustainable economic and 
societal structure:

 > Research on digitalization for sustainability (First 
Dynamic): How can digital technologies, digital and 
digitalized infrastructures, as well as digitalized sys-
tems and end devices themselves be made sustaina-
ble, especially with regard to their energy and 
resource consumption and the establishment of a 
circular economy? How can digitalization be used as 
an instrument to implement the SDGs and to mit-
igate climate change?

 > Research on sustainable digitalized societies (Second 
Dynamic): How can societies be preserved that are 
able to assess the system-changing impact of digita-
lization on the Earth system, society, business, 
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human beings and technical systems, and capable of 
taking action, proactively and sustainably shaping 
that impact, and countering any unintended conse-
quences? Important tasks for research include stu-
dying systemic risks and potential, developing new 
forms of inclusion in the context of work in the 
future, shaping human-machine interactions, and 
empowering the individual in digitalized sustainabi-
lity societies. Research funding on the impact of AI 
on the digitalized sustainability society should be 
significantly increased.

 > Research on the future of Homo sapiens (Third Dyna-
mic): In the Digital Age, being human is in itself also 
becoming a topic of sustainable development. To 
what extent should old and new ideas of what it 
means to be human be questioned in the light of a 
possible intertwining of humans and technology and 
the increasing cooperation between humans and 
machines? How can the preservation of human dig-
nity be ensured?

Last but not least, the science system itself must face 
up to digital change and develop accordingly. A focus 
on sustainability goals in almost all disciplines places 
new demands on their structural design. There is a 
greater need for discourse and spaces for reflexion 
within the scientific system in order to make possible 
differentiated, joint and timely discussion of ethical and 
sustainability issues at various levels of society, and to 
develop proposals for suitable framework conditions.

First, Section 10.1 explains the overarching 
objective with regard to the Great Transformation 
towards Sustainability (WBGU, 2011). On this basis, 
Section 10.2 makes concrete proposals for the further 
development of existing research structures. In the 
design of current programmes, it is often difficult to 
position projects at the interface of sustainability and 
digitalization. Institutes and programmes are presented 
which have taken the first steps towards exploring the 
interface between sustainability and digitalization, or 
which would lend themselves to bringing about a closer 
intersection of the two areas. Furthermore, proposals 
are made for existing programmes and institutions at 
the interface of digitalization and sustainability as well 
as for actors in the science system that take into account 
the increased necessity for interdisciplinary exchange 
and the integration of science-related actors. Finally, 
Section 10.3 explains the research recommendations in 
terms of content along the overarching research lines 
described at the beginning.

10.1
Overarching research priorities

At present, scientific and public uncertainty about the 
impact of digitalization on the Earth system, societies 
and people is out of line with the current dynamics, 
breadth and intervention depth of digital develop-
ments. The research recommendations in this report 
are therefore also concerned with maintaining and 
promoting global society's ability to understand, 
innovate, and engage in discourse, in order ultimately 
to preserve – or, where necessary, regain – its ability to 
shape and act (Section 7.5). Science and research have 
a key role to play here. Critical analyses, reflection 
and opening realms of possibility and discourse on 
digital change are therefore indispensable components 
for shaping a sustainable Digital Age; they should be 
understood as promoters of – and not obstacles to – 
innovation and competitiveness.

In the WBGU's view, perhaps the greatest challenge 
for research funding lies in creating conditions at 
diverse, interacting levels for a differentiated, joint and 
timely discussion of ethical issues, and in conceiving 
societal framework conditions for sustainable 
digitalization and safeguarding it in the future. In this 
context, it is important to further increase reflective 
potential not only in science itself, but also in the many 
different public arenas of the digitalization discourse. 
To this end, new formats for science communication 
could be set up beyond existing ones, e.g. in the field 
of art, to increasingly activate scientific expertise for 
public discourses. Accordingly, in order for a Great 
Transformation to be successful (WBGU, 2011), it is 
important to promote both transformation research for 
a better understanding of how to shape digitalization, 
and transformative research using the instruments of 
digitalization. Digitalization should be established as 
a new cross-cutting topic in all existing sustainability-
research initiatives, and the sustainability target system 
should be embedded in all digitalization research.

Transformation research "focuses on the forthcoming 
task of shaping the Transformation. Here, transitory 
processes are explored in order to come to conclusions 
on the factors and interdependencies of transformation 
processes. Examples from history can serve as a basis for 
analysing observed transformative moments” (WBGU, 
2011:23). In the context of digitalization, such research 
helps us to comprehend what the relevant drivers are 
for understanding the "key questions for a digital, 
sustainable society" (WBGU, 2018b). Against the back-
ground of the Three Dynamics, methods of techno-
logy-impact assessment and futurology are important 
building blocks of transformation research.



At the same time, digitalization offers instruments 
for raising empirical and long-term research to a new 
level of quality. For example, monitoring in Earth 
observation, social platforms in behavioural research, 
and Industry 4.0 for the circular economy – they 
all make it possible to comprehensively recognize 
dependencies, complex relationships and implications. 
Data analyses, time-series analyses, pattern 
recognition, modelling, simulations and forecasts are 
orders of magnitude better than ever before – in terms 
of coverage, precision, repeatability and traceability 
– thanks to the accuracy of observation possibilities, 
as well as the topicality, scope and duration of the 
observations. Such instruments make even such ex-
tensive tasks of observation and analysis as the further 
development of the SDG indicators feasible in countries 
and worldwide. A first SDG indicator framework was 
already presented with the SDGs. However, this has 
not yet been fully implemented due to content-related 
and operational difficulties. Developing it further with 
a view to implementation should therefore be a subject 
of research. In combination with the communitization 
of research data and findings as digital commons, 
the SDG-oriented knowledge base can thus also be 
established, expanded and made universally accessible. 

In the context of digitalization, transformative 
research develops on the one hand direct, digital-based 
methods and solution modules for sustainability-
related challenges (e.g. innovations for decentralized 
energy-supply systems, automated driving in the 
context of sustainable mobility, precision agriculture, 
circular economy); on the other hand, it initiates 
societal debates on the sustainability potential and 
risks of digitalization by creating a suitable framework 
and sensitizing people to the interrelation of different 
issues. Furthermore, both can develop further with 
digitalized methods and instruments.

The intertwining of sustainability and digitalization 
research, in which transformative research cannot get 
by without the SDG target system and ICT innovation 
dynamics, should be accompanied by educational 
research for the digitalized sustainability society. Not 
only the manifestation and strengthening of digital and 
sustainability competencies should be examined here, 
but also, in particular, the transfer of transformation 
competencies to deal with the upcoming tasks and 
options of the Transformation. A canon for the education 
and further training of digital, sustainability and trans-
formation skills should be prepared and scientifically 
accompanied by transformative educational research 
as a foundation in the digitalized sustainability society.

10.2
Research structures – transformation research 
and transformative research in the Digital Age

The German science system should be further developed 
in terms of both structures and programmes in order to 
process and provide the knowledge required for digital 
development, and to strengthen the role of science as a 
space for discourse and reflection. The SDG target canon 
should be mainstreamed in every relevant discipline, 
but especially in digitalization research because of the 
dynamics of ICT innovation. Table 10.2-1 provides 
an overview of the ideas the WBGU is suggesting 
for basic research on transformation processes in the 
Digital Age and transdisciplinary, application-oriented 
research for digital change. Proposals are made both 
for existing research programmes (Section 10.2.1) and 
for established actors in the science system (Section 
10.2.2). Institutional capacity in Germany should also 
be further expanded (10.2.3), also in view of the fact 
that the German Federal Government, together with 
the Länder and industry, is still missing its target of 
allocating 3.5  % of GDP to research and development 
– it is 0.5  % short (BMBF, 2018a). Further research 
recommendations can be found under the respective 
arena topics (Chapter 5). Box 10.3-2 gives an overview 
of the topics.

10.2.1 
Extend research programmes and strategies at 
the interface between digitalization and sustai-
nability

In view of existing environmental and sustainability 
problems and the dynamics of digitalization, there is 
an urgent need to generate knowledge to guide action. 
However, there are currently only a few existing 
research programmes and strategies that explicitly 
place digitalization and sustainability at the core of their 
activities. Existing transformative research programmes 
to accompany digitalization should be re-launched or 
further developed at the European and national level.

10.2.1.1 
Horizon Europe: centrally enshrine digitalized 
sustainability in Europe

The EU bundles its research-funding programmes 
in time-limited Research Framework Programmes 
administered by the European Commission. In 2021, 
the current framework programme EU Horizon 2020 
– with a funding volume of €77 billion the largest 
research and innovation programme in the world 
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(BMBF, 2018b) – will be superseded by its successor 
programme Horizon Europe (2021–2027). As stated 
in the High-Tech Strategy, the German Federal 
Government should work to ensure that the SDGs 
and the Paris Agreement are enshrined in the new EU 
Research Framework Programme. This programme is 
based on three pillars which can are a good match with 
this report: (1) open science, (2) global challenges and 
international competitiveness, and (3) open innovation 
(Fig. 10.2-1). 

However, in view of the interdependence 
of digitalization and sustainability, the WBGU 
recommends that these three pillars of a 'European 
Research Area' should be conceptually combined more 
closely and that the Federal Government should take a 
corresponding position on the further implementation 
of the 'Responsible Research and Innovation' paradigm 
(RRI; Lindner et al., 2016). This would also have to 
be embedded in general incentive structures and not 
only, as with 'Horizon 2020', in the comparatively 
low-budget sub-programme 'Science with and for 
Society'. This could be a way of directly strengthening 
the responsibility of European and German science 
in view of the challenges of digitalization relating 
to global sustainable development. Just as securing 
industrial competitiveness in the second pillar can only 
be meaningfully considered in conjunction with global 
sustainability challenges, open science and innovation 
cannot be implemented separately from responsible 
technology design. In the Federal Government's position 
paper on 'Horizon Europe' (2018b: 5), the envisaged 
'broad concept of innovation' explicitly refers not only 
to technological but also to social innovations and, in 

addition to increased value creation, also emphasizes 
the need to overcome societal challenges in line with 
the precautionary principle.

In line with the demand stated there that SDGs 
"are also included in the clusters as a guideline for 
topic selection and tenders," the WBGU recommends 
developing and introducing an overarching 'mission' 
specifically oriented towards sustainable and 
sustainability-enabling digitalization. In the report 
'Mission-Oriented Research & Innovation in the 
European Union' (Mazzucato, 2018), on which the EU 
Commission's current proposal is based, not only is 
there a clear reference to digitalization in many places, 
but the SDGs also play a key role. A corresponding, 
mission-oriented systemic policy uses "frontier 
knowledge to attain specific goals" or "big science 
deployed to meet big problems" (Mazzucato, 2018:  4).

Given the complexity and specialization of today's 
science, openness and collaboration are becoming critical 
success factors. This applies both within the diversity 
of Europe and in global competition, especially with 
economically strong states such as China or the USA. 
In line with the WBGU's transformative perspective 
(2011), the WBGU therefore recommends that mission-
oriented research on fundamental global challenges 
(Grand Challenges) be implemented structurally in 
the next Research Framework Programme. The aim 
is to gear scientific investment towards making such 
research possible in an interdisciplinary, focused and 
problem-oriented manner in conjunction with basic 
and applied research (Mazzucato, 2018:  5  ff.).

On this basis, the WBGU furthermore proposes 
the creation of a 'Digital Sustainability Knowledge 

Table 10.2-1
Further development of the German research system to meet the challenges of digital transformation in the Anthropocene.
Source: WBGU

Strengthening transformation research
 
Basic research on transformation processes in the 
Digital Age

Strengthening transformative research
 
Transdisciplinary and application-oriented research 
for digital change

Set up research institutes on the basic issues of digita-
lized sustainability

Ideas for the further development of basic research:
 > set up a DFG Senate Commission on 'Sustainability in 

Digitalization Research' 
 > guidelines for universities and R&D

Relate research programmes on sustainability and/or 
digitalization reciprocally and develop them in a transdis-
ciplinary way

 > Horizon Europe
 > Future Earth
 > High-Tech Strategy 2025
 > BMBF-FONA
 > Energy research programme 

Stimuli for sustainable digitalization in industrial research
 > Sustainability lines for R&D
 > Sustainability-oriented target indicators
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and Innovation Community' (KIC) at the European 
Institute of Innovation and Technology (EIT; European 
Commission, 2018h) as a cooperative community for 
knowledge and innovation together with industry, 
in order to implement major changes, e.g. towards a 
circular economy.

The WBGU further recommends that the German 
Federal Government should focus the negotiations on 
the next Framework Programme (FP9, beginning on 1 
January 2021) more strongly on the sustainability of 
digitalization and digital sustainability, in order to make 
important contributions to the sustainable development 
of the European Union, as laid down in the current 
position paper (Bundesregierung, 2018b: 2).

10.2.1.2 
Future Earth: extend sustainability research in the 
direction of digitalization
In view of the interdependencies between digitalization 
and sustainability identified in this report, the WBGU 
recommends integrating digitalization as an important 
building block into the international Future Earth 
research programme, which is geared towards the trans-
formation to global sustainability. In this context, a global 
project on 'eSustainability' should be initiated. A new 
inter- and transdisciplinary type of science (in line with 
the WBGU's ideas presented in Section 10.2) is already 
a central element of the vision for 2025 (Future Earth, 
2014). 'eSustainability' can contribute significantly to 
achieving the SDGs, and not only through increased 
output on the central topics of Future Earth; it can 
also promote the realization of a corresponding new 
collaborative scientific culture that transcends current 
limitations and creates the necessary prerequisites for 
it. The WBGU further recommends the creation of a 
knowledge action network on 'Digitalization' in order 
to firmly establish this and other projects at the interface 
of sustainability and digitalization as pillars of research 
strategy and to continuously expand them.

10.2.1.3 
High-Tech Strategy 2025: bring digitalization and 
sustainability together
Since 2006, the High-Tech Strategy (BMBF, 2018a) 
has concentrated the German Federal Government's 
research and innovation policy across all ministries. 
The further developments introduced in 2010, 2014 
and 2018 successively shifted the Strategy's focus – 
which was originally purely technical and economic – 
more towards societal challenges. Since 2014, there have 
been occasional references to social innovations, as well 
as to research in sustainability, social sciences and the 
humanities. The 2018 revision further strengthened these 
aspects, a fact that the WBGU welcomes. Digitalization 
is treated as a central cross-cutting issue in the High-
Tech Strategy and is to be promoted in all six fields of 
action. Sustainability, however, is kept thematically more 
sectoral in the context of climate-change mitigation and 
energy. Although the High-Tech Strategy states that 
the Federal Government is committed to anchoring the 
SDGs and the Paris Agreement in the new EU Research 
Framework Programme, they are not mentioned in the 
High-Tech Strategy itself. The High-Tech Strategy 2025 
sees itself as a learning process that takes up ideas on 
the implementation and further development of the 
strategy. To this purpose, the WBGU recommends giving 
sustainability aspects even greater consideration in the 
High-Tech Strategy, and consistently combining them 
with the power of digitalization. The following concrete 
measures are recommended:
1. Sustainability – like digitalization – should be posi-

tioned in the High-Tech Strategy as a cross-cutting 
topic that is promoted equally in all fields of action. 
Furthermore, digitalization for sustainability, in the 
sense of developing digitally supported solutions 
oriented towards the SDGs, should be added as a 
concrete mission in the High-Tech Strategy.

2. Growth targets should not take precedence over 
welfare and sustainability. With regard to interna-

Figure 10.2-1
Three pillars of Horizon Europe. 
Source: European Commission, 2018h
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tional competitiveness, the aim must be to combine 
political thinking on competitiveness and sustaina-
bility. Instead of focusing on the concept of growth 
and international competitiveness, the High-Tech 
Strategy should therefore focus on the concept of 
welfare and the sustainability goals as a new glo-
bal development paradigm. Social and ecological 
dimensions of innovations as strategic elements for 
achieving welfare goals should be further streng-
thened.

3. Sustainable digitalization – i.e. secure, resource-sa-
ving and energy-efficient digitalization – should be 
added to the High-Tech Strategy as a concrete mis-
sion. Solutions for a sustainable consumption of 
required resources and energy should already be 
taken into consideration in the development and 
operation of digital and digitalized infrastructures 
and applications. 

10.2.1.4 
FONA4: create link with digitalization
The BMBF Framework Programme on 'Research for 
Sustainable Development' (FONA)  develops decision 
criteria for future-oriented action and innovative 
solutions for a sustainable society. The Fourth 
framework programme should be used to introduce the 
topic of digitalization into the sustainability research 
programme. It should take into account in particular 
the possible role of digitalization as an instrument 
for effectively implementing the sustainability goals, 
e.g. through improved monitoring or the simplified 
exchange of environmental data.

This strategic reorientation places new demands on 
the preventative research already set out in FONA3 
(BMBF, 2015), since new digital preventative topics 
such as data security, protection of privacy and stability 
of infrastructures are thus also gaining relevance in 
sustainability research. Accordingly, preventative 
research should be further developed within FONA4. 
The same applies to the socio-ecological research 
conducted within FONA, which takes up topics involving 
societal negotiation processes and value discussions in 
order to find possible solutions for the transition to a 
sustainable society. Linking FONA with digitalization 
topics will lead to more discussions on values.

10.2.1.5 
German Federal Government's Energy Research 
Programme: strengthen sustainability impacts and 
the international perspective
The Energy Research Programme describes the content 
and instruments of the Federal Government's research 
funding in the energy sector. It has only recently been 
fundamentally revised, and the current seventh edition 

has been adapted to changed framework conditions 
and new challenges in the implementation of energy- 
and climate-policy objectives in Germany. The Energy 
Research Programme takes up many technologies 
and approaches to protecting natural resources that 
are also important to the WBGU, such as techno-
logies for capturing CO2, and processes and materials 
for closing material cycles. In the WBGU's view, it is 
important to emphasize that the revision significantly 
strengthened the programme's orientation towards 
systemic research questions and so-called cross-system 
research topics. These include interdisciplinary research 
on the necessary socio-economic prerequisites for the 
successful application and dissemination of new techno-
logies, and on the practical testing of technologies and 
regulatory measures in real-world laboratories.

In addition to this enhanced focus on interaction 
between society and technology for the successful 
application of new technologies, the WBGU welcomes 
the fact that the revision has explicitly integrated 
digitalization and its consequences for the energy 
sector as one of the cross-system research topics – as 
well as in many other areas, for example in connection 
with new mobility concepts, intelligent buildings and 
particularly in connection with sector coupling. This has 
remedied a major flaw in the previous Energy Research 
Programme. The current programme lists a wide range of 
technical and non-technical developments in the course 
of digitalization and a multitude of possible application 
areas and potential for digital technologies. Critical 
questions – such as the consequences of increasing net-
working for the security and resilience of the energy 
system and data protection – are not ignored either.

However, the societal and ecological implications 
of digitalization for sustainable development ensuing 
from the energy sector are hardly covered by the 
Energy Research Programme. In line with the guiding 
principle of this report, technologies and digitalization 
should be placed at the service of sustainability. 
When developing technologies, therefore, the WBGU 
recommends considering not only market potential, but 
also societal and environmental sustainability impacts 
within the framework of projects. For example, it could 
be made obligatory to discuss these aspects when filing 
applications for new project proposals. Such a regulation 
would lay down the integration of sustainability aspects 
as a standard, deviations from which would have to be 
justified. Moreover, the WBGU takes a critical view of 
the very one-sided focus on Germany and industrialized 
countries. This orientation neglects the special societal 
and structural prerequisites in developing countries 
and emerging economies for the design of sustainable 
energy systems. Societal and structural prerequisites 
in developing countries and emerging economies for 
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designing sustainable energy systems should be given 
greater consideration in research funding, both in the 
development of new energy technologies and in studies 
on the necessary framework conditions for a successful 
and rapid implementation of technologies.  

10.2.2 
Recommendations to existing actors in the sci-
ence system

Since both digitalization and sustainability are cross-
sectional topics, and are furthermore highly inter-
dependent, both should be put on the agenda and 
disseminated by the key actors in the science system. By 
means of an inter- and transdisciplinary mainstreaming 
of these topics, it is possible to establish and gradually 
expand a broad understanding of sustainability in the 
sense of the SDGs and to show how research linked to 
digitalization within science itself and in exchange with 
business and society can be made sustainable. 

10.2.2.1 
DFG: set up a permanent Senate Commission on 
Sustainability in Digitalization Research
The intertwined fields of sustainability and digitalization 
are a rapidly developing scientific topic that is 
controversially discussed in politics and society where a 
recurring need for legal regulation with clear relevance 
for research is to be expected (DFG, 2018). The WBGU 
recommends that the DFG set up a standing Senate 
Commission on Sustainability in Digitalization Research 
to clearly define and pool the relevant competencies 
within the DFG. The Senate Commission would have the 
task of drawing attention to digital developments that 
raise scientific, ethical, legal and social questions, or 
conflict with the aim of sustaining natural life-support 
systems. It should observe digital change carefully and 
proactively in order to initiate new public debates in 
good time and indicate areas that require research. The 
Senate Commission on Sustainability in Digitalization 
Research should also point out gaps in public and 
research-policy discourses. 

10.2.2.2 
Universities and colleges: formulate and develop 
guidelines
Universities and colleges can send important stimuli to 
society not only as places where research and teaching 
are bundled, but also as actors within society. Some 
universities and colleges have already drawn up official 
sustainability guidelines specifying, for example, the 
assumption of ecological and social responsibility in 
their research, teaching and administration. Universities 

and colleges should create, enhance and implement 
guidelines for their own practice on the sustainable 
use of digital methods and tools in university and 
college activities. To this purpose, they should seek 
ways to share and exchange know-how with faculties 
engaged in research on digitalization. The topic of 
digitalization should form an additional part of the 
BMBF's Sustainability at Universities (HOCHN) project.

10.2.2.3 
Academies of science: intensify references to 
sustainability
Another central pillar of the German science system, 
the Union of the German Academies of Sciences and 
Humanities, is an important player with a leverage effect 
in the shaping of national science practice. The topic of 
digitalization is already very present there with working 
groups on Digital Humanities, the creation of a National 
Research Data Infrastructure (NFDI) and digitalization 
centres. In the WBGU's opinion, it would be desirable 
to further intensify references to sustainability and 
to simultaneously promote the realization of positive 
visions of open and inclusive science beyond the pillar 
of Open Access (Section 10.2.4.1). The WBGU welcomes 
the initiatives on this that have already been launched, 
such as those at the Berlin-Brandenburg Academy of 
Sciences and Humanities, and recommends their ex-
pansion.

In the field of engineering sciences, the WBGU 
welcomes the 'Germany decoupling' initiative of the 
German Academy of Engineering Sciences (acatech) 
and suggests the systematic integration of the circular 
economy into all resource-related research fields 
(acatech, 2017). This applies in particular to the 
increasing volume of electronic waste (Section 5.2.5), 
but also to other material flows. Studies should be 
conducted on the causes of the growing demand for 
material and on strategies to avoid it, on the possibilities 
of sustainable product design, on substituting materials 
with biodegradable ones, and on making products easier 
to repair. Such topics should become more widespread 
in engineering research and teaching. The practicability 
and potential of specific material and component cycles 
should also be looked at, as should cycle-oriented 
consumer practices and business models.

10.2.2.4 
Business: integrate ethics and sustainability 
aspects into in-house corporate R&D
Two thirds of annual research and development 
expenditure in Germany is financed by the private 
sector with the primary aim of going straight into 
application and achieving commercially exploitable 
results. It concentrates primarily on the high-value 
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technology sectors (BMBF, 2018). In order to encourage 
responsible innovation, the WBGU recommends 
systematically incorporating ethics and sustainability 
in the sense of Responsible Research and Innovation 
(RRI; Lindner et al. 2016) into private-sector high-
tech development. To this end, companies should on 
the one hand develop guidelines that consistently 
integrate ethics and sustainability into their in-house 
research activities; on the other hand, they should 
offer appropriate training and further-education 
programmes to empower developers to critically 
engage with conscious (e.g. privacy by design) and 
unconscious (e.g. gender stereotypes) assignments of 
values in technologies, for example in the development 
of AI and algorithms. Furthermore, support should be 
given to research linking design ethics with professional 
ethics (such as the IEEE initiative on ‘Ethically Aligned 
Design').

Research funding should provide companies with 
corresponding incentives. In future funding lines, the 
BMBF and the EU should make the integration of ethics 
and sustainability into corporate research a prerequisite. 
This would make it possible to link research funding 
in relevant areas to the collection of corporate data on 
resource flows and energy consumption, and to the 
development of systems that monitor, warn about, and 
forecast breaches of existing environmental regulations; 
the aim is to integrate sustainability requirements more 
firmly into production processes. In the case of funding 
approaches for R&D collaborations at the federal and EU 
level, incentives should be offered when consortia are 
created to bring specialists in digitalization together with 
experts in sustainable production approaches within a 
project framework. In addition, the EU should support 
the further development of regional innovation systems 
that focus on the systemic-synergetic interlinking 
of digitalization skills and sustainability transition 
management.

10.2.3 
Establish research institute(s) on the fundamen-
tal issues of digitalized sustainability

The institutional capacity of German environmental 
and sustainability research has been successively 
expanded over the past decades, and the level of 
research expenditure by the Federal Government 
(more than  €1.4 billion) is very high by inter-
national standards (BMBF, 2018a). Research activities 
on digitalization have also been further expanded, 
especially in recent years. The Weizenbaum Institute 
for the Networked Society (2017) Cyber Valley 
between Stuttgart and Tübingen, with its International 

Max Planck Research School for Intelligent Systems 
(2017), are just two examples of start-ups and boosts 
to capacity in recent years. However, there has been 
no systematic interlinkage of programmes between the 
two thematic blocks of digitalization and sustainability. 

As a first step in this direction, an institute was 
founded in 2017 with the world's most comprehensive 
funding for basic research at the interface between 
the internet and society: the Weizenbaum Institute for 
the Networked Society researches the ethical, legal, 
economic, sociological and technical aspects of digital 
change from a social-science perspective. In addition, 
a cross-sectional department on digitalization and 
sustainability incorporating different research groups 
was set up, which could provide initial stimuli for a 
further research institute. 

10.2.3.1 
New research institutes at non-university research 
institutions 
The WBGU sees a further need for financially in-
dependent research centres which, although they have 
a technological knowledge base, do not themselves 
develop technology, but rather look into the implications 
of developments for present and future generations. 
The WBGU therefore encourages the establishment 
of research institutes, e.g. at the Leibniz Association, 
Helmholtz Association, Fraunhofer-Gesellschaft or 
Max Planck Society, or as federal or state government 
institutes. From a sustainability perspective, these 
should close current and future research gaps (Section 
10.3) as quickly as possible and set new standards 
not only in terms of the quality but also the speed of 
research. On the assumption that technology should 
never be designed, developed or implemented without 
considering the implications for society, the WBGU 
recommends that potential and impact research, 
especially with regard to global environmental impacts, 
be established and promoted at the institutes. 

10.2.3.2 
Implement initiative for a new Max Planck Insti-
tute for 'Geo-anthropology'
An article sponsored by the Max Planck Society in 
the journal Nature (Rosol et al., 2018) encourages the 
creation of a new branch of interdisciplinary research 
on 'geo-anthropology'. The aim is to systematically 
analyse global change in the Anthropocene and to 
bring together expertise from the natural sciences, 
humanities and engineering in an interdisciplinary way 
in order to develop prospects for sustaining the natural 
life-support systems. Transformation processes in the 
Digital Age can be better understood with the help 
of such basic transformation research (WBGU, 2011). 
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The WBGU therefore supports the initiative for a new 
Max Planck Institute in the field of 'geo-anthropology' 
(Rosol et al., 2018). 

10.2.4 
Further develop the science system and establish 
new forms of cooperation between science and 
society

In view of the question raised from the perspective of 
transformative research (Section 10.1) as to whether 
"the institutions, the internal structures of universities 
and scientific institutions, the reputation systems, the 
quality assurance systems, the financing structures or 
the career biographies in today's science system are still 
appropriate for suitably relating knowledge generated 
within the science system to society and its challenges" 
(Schneidewind, 2015:  89  f.), the WBGU believes there is 
a need both for the consistent further development and 
implementation of open science and for new forms of 
cooperation between science and society.

10.2.4.1 
Open scientific structures for the joint production 
of knowledge
The WBGU shares the European Commission's 
programmatic orientation towards open science as a 
collaborative approach with new possibilities for gene-
rating, teaching and communicating knowledge based 
on digital infrastructures and collaborative tools. This 
approach aims for a systemic switch in all areas of 
scientific work – e.g. from standard practices in the 
academic publication of research findings to the use 
of all the available knowledge generated in shared 
exchange from the beginning of the research process 
(European Commission, 2016:  33). On this basis, the 
WBGU recommends:

 > Make science as open and inclusive as possible: The 
WBGU recommends working towards a further ope-
ning of research practice beyond the current incen-
tives, involving not only data, methods and results, 
but also the entire process of scientific work. At the 
same time, inclusion should be promoted both wit-
hin science and in areas close to science, e.g. through 
citizen science. In this way, applied scientific work 
can be accelerated, established more firmly in 
society, and geared more towards the common good. 
Increases in efficiency on the one hand, and the 
democratization of scientific knowledge from its 
creation to its dissemination on the other, are not 
mutually exclusive but can be mutually beneficial. 
At the same time, societal needs in the sense of the 

common good can be addressed more directly by 
research in this way (Arza and Fressoli, 2017:  468).

 > Bring together sustainability, digitalization and open 
science: In this context, the digitalization of research 
practice must be consistently enhanced with sustai-
nability goals, and sustainability-oriented research 
must be supported digitally. To this end, the great 
potential of open and inclusive science can be 
exploited within the framework of current develop-
ments such as the European Open Science Cloud 
(EOSC) and national research data infrastructures 
(RfII, 2018a, b), but also beyond this. The WBGU 
believes that the principles of the GO FAIR initiative 
for research data – Findable, Accessible, Interopera-
ble and thus Reusable (FAIR) – which up to now has 
only been established in Germany, the Netherlands 
and France, should not only become the standard for 
the EOSC (Nature, 2017:  451) and internationally, 
but also take sustainability into account in its infras-
tructure design. In addition, every publicly funded 
R&D project proposal should explicitly answer not 
only questions on data protection and ethics, but 
also standardized questions on sustainability. The 
research worthiness of a project should take into 
account its contribution and relevance to the sustai-
nability goals.

 > Expand science studies into open science: Concepts 
associated with open science – such as open access, 
open data, open source, review, education and citi-
zen science – will inevitably remain the subject of 
intense debate (Bartling and Friesike, 2014). In 
detail, many research questions on concrete imple-
mentation are still open, which is why the WBGU 
believes that targeted research funding of open sci-
ence and its associated concepts is necessary. Speci-
fic programmes in science research would need to be 
launched in order for science to be actively involved 
in accompanying and shaping further development. 

10.2.4.2 
Digitally supported science in and with the public 
– from local to global
The inclusive nature of future open science also 
affects the public discourse on science (knowledge 
communication), including feedback channels relevant 
to democracy and literacy, e.g. data journalism based on 
open data, transdisciplinary formats and citizen science. 
This inclusion of others can only succeed if mediated 
via appropriately networked technical infrastructures 
for science (e.g. research information systems or 
research data infrastructures), which to date have 
been dominated by a small number of mainly private 
providers. By contrast, digitalized infrastructures in 
the public sector (Section 5.3.5) could be linked to 
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corresponding scientific repositories for organizing 
society's knowledge archive (Section 5.3.10) and 
transdisciplinary discourse. For this purpose, the 
national initiatives on research data infrastructures 
must be networked at the European and international 
levels and go beyond research data. Inclusiveness in 
this sense also means that the scientists themselves are 
involved in building and operating the digital research-
data infrastructures, which gives them greater freedom 
but also means additional work. At this point, it is 
therefore crucial to create corresponding incentives – 
which have been lacking up to now (Borgman, 2010; 
Klump, 2012) – for example in the form of corresponding 
career paths without detrimental effects on scientific 
careers, or explicit research funds for the conception, 
implementation and application of sustainability 
research software. Furthermore, the potential of inter-
national research collaborations facilitated by digital 
and digitalized infrastructures could be exploited 
with the greater involvement of developing countries 
and emerging economies in the sense of worldwide 
knowledge development and communication. With 
regard to global social and digital inequality, this could 
further counteract the systematic distortion of scientific 
work and scientific communication that happens to the 
detriment of researchers in those countries (Asamoah-
Hassan et al., 2017). In this context, barriers between 
different scientific language areas (both cultural and 
discipline-related) could similarly be further reduced 
through the use of natural (incl. artificial) language 
processing (an AI application).

10.2.4.3 
Digitally supported transdisciplinarity and inter-
disciplinarity for solving societal challenges
The success of modern science is largely based on the 
specialization of research fields and the differentiation 
of disciplines. A newly emerging digital spectrum 
of methods and new digital instruments open up 
possibilities for the further differentiation of the 
scientific disciplines and for new disciplines at the 
intersections. However, cross-disciplinary exchange is 
of particular relevance for sustainable digital develop-
ment. Although the STEM disciplines (science, techno-
logy, engineering and mathematics) are essential to 
gain expertise on how technologies can be shaped and 
on socio-technical systems, a technical focus alone 
is not enough to be able to act with foresight. The 
knowledge that constitutes a mature society (culture, 
ideas and values, etc.) is developed in particular by the 
humanities and social sciences. For example, important 
questions about the future, such as how to handle data 
or the increase in networking, can only be answered in 
an interdisciplinary way and in a dialogue with society 

(Mainzer, 2016: 225). In addition, innovative dis-
courses on reciprocal links between digitalization and 
sustainability are increasingly being conducted out-
side of science, for example among NGOs, think tanks 
and private companies. Transdisciplinary research that 
wishes to build a new relationship between science, 
society and nature (Krohn et al., 2018) is therefore, 
in the WBGU's view, an important building block of 
scientific culture in the Digital Age. Digital instruments 
and cooperation formats (Section 10.2.4.1) should be 
developed and used for the new forms of collaboration. 
This makes it possible, for example , for participants 
in political discourses to be better informed. Such 
formats can provide evidence-based information about 
the potential effects of digitalization and the limits 
of the current state of knowledge (Section 5.3.2). 
Furthermore, a large number of perspectives are 
brought together in a targeted manner in order to gear 
the development of knowledge more closely to the 
common good and promote a sustainable Digital Age in 
a dialogue with society. The ability of people to imagine 
their futures (futures literacy) is a core competence in 
this context (Section 5.3.4). 

10.2.4.4 
Organize a relevant proportion of research in an 
inter- and transdisciplinary way and integrate epi-
stemology more closely into scientific training
The WBGU recommends a significant increase in 
the proportion of research funds used for inter- and 
transdisciplinary research. Amounts of up to 20%  of 
public research funding are recommended in the dis-
course on transdisciplinary research. Transdisciplinary 
processes offer in particular potential in co-designing 
and in the joint production of knowledge by scientists 
and societal stakeholders with a view to developing 
problem definitions and dealing with unintended side-
effects for sustainable digitalization. For example, a 
comprehensive European Expert Round Table process 
(Scholz et al., 2017) identified a total of 42 unintended, 
possible negative effects of digitalization in ten 
overarching topic areas.

In order to support exchange across different 
scientific disciplines, it is advantageous to have 
insights into the epistemological prerequisites and 
limits, and into how knowledge and other forms of 
conviction come about. The WBGU recommends that 
epistemological and scientific theory be enshrined 
more firmly in academic education, for example by 
integrating such courses more closely into existing 
post-graduate programmes. In view of their reflective 
core competence and interdisciplinary capacity for dis-
course, aspects from the perspective of the humanities 
and social sciences, particularly philosophy and the 
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history of science, should also be reinforced.
In addition, the WBGU recommends that any 

academic training in digitalization-oriented or 
digitalization-related occupations be extended to 
include explicit components of digital ethics and the 
methods, processes and tools of their implementation 
(ACM Code of Ethics, IEEE CS/ACM Code of Ethics and 
Professional Practice, etc.). 

10.2.4.5 
To influence public discourse more strongly, pro-
vide third-party funding and expand the freedom 
of researchers 
Especially in the field of 'digitalization and 
sustainability', scientists and scientific institutions are 
called upon as 'public intellectuals' to raise awareness 
of sustainability potential, as well as the opportunities, 
risks and challenges of digitalization. Commitment to 
the synthesis of scientific findings, their transfer and 
scientific communication should play a greater role 
within the research structures in assessing academic 
performance and appointing professors. The WBGU 
therefore recommends the provision of additional 
third-party funding for which both scientists and civil-
society actors can apply, in order to have a greater 
impact on public discourse beyond scientific incentives. 
An additional incentive could be provided by extended 
freedoms, such as a reduction in teaching obligations 
and administrative tasks, which could be made more 
efficient through digitalization. 

10.3
Research recommendations on content

In preparation for the following overview of a possible 
design for an inter- and transdisciplinary research 
agenda at the intersection of digitalization and 
sustainability, the WBGU has evaluated the research 
recommendations contained in recent reports and 
scientific publications (Box 10.3-1). 

The recommendations on socio-technical research 
listed here focus on the societal embedding of 
innovation dynamics for sustainable development. 
Further research recommendations can be found in the 
respective topic arenas (Box 10.3-2). Using examples, 
the WBGU believes it is possible to outline the initial 
contours of future research agendas. This approach 
embodies a new, integrative perspective that does 
not claim to provide complete, detailed coverage of 
the respective subject areas. Even in the relevant dis-
courses on recommendations for action (Chapter 9), 
the topics of digitalization and sustainability have 
so far only been interlinked to a limited extent. For 

example, sustainability and environmental aspects 
have hitherto been under-represented in the German 
Federal Government's current key issues paper on AI 
(Federal Government, 2018c). By way of contrast, the 
current Federal Research Report (BMBF, 2018a) often 
addresses these aspects, but as a rule does not relate them 
to the innovation concept proposed there. The WBGU 
advocates a research and innovation agenda geared to 
the major issues of the future, in which SDG-related 
sustainability issues become an integral part. Based on 
the 'Three Dynamics of the Digital Age' (Chapter 7), 
the following section is divided into recommendations 
for the use of digitalization for sustainability (Section 
10.3.1), for sustainable digitalized societies (Section 
10.3.2) and for the future of Homo sapiens (Section 
10.3.3). 

10.3.1 
Research on digitalization for sustainability

The line of research entitled 'Research on sustainable 
digitalization' deals with the question of how digital 
technologies and the development of digital and 
digitalized infrastructures can be shaped in a sustainable 
way, especially with regard to their consumption of 
energy and other resources and the establishment of a 
circular economy. Another question is how digitalization 
can be used as an instrument for implementing SDGs 
and for climate protection. Both lines of research are 
part of this section.

10.3.1.1 
Research on the ecological footprint of digital 
solutions and the recycling of products, compon-
ents and raw materials  
In view of the expansion of the infrastructure and 
the increasing number of devices and their short 
lifespan, the demand for material resources and energy 
consumption are expected to increase further as a 
result of digitalization. At the same time, particularly 
in the case of electronic waste (e-waste), achieving 
closed material cycles is still a long way off for critical 
raw materials (e.g. strategic metals, rare earths; Section 
5.2.5). Moreover, the information available on the 
ecological effects of digitalization is far from sufficient. 
A qualified assessment of the development of the global 
demand for energy and digital resources is hampered by 
insufficient data (Köhler et al., 2018). Corresponding 
research projects should be carried out to improve our 
understanding of the ecological footprint of digital 
technologies and their use. The WBGU therefore 
recommends a broad-based, transformative research 
offensive consisting of the following components:
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Box 10.3-1

WBGU analysis of research and 
recommendations on artificial intelligence

Preparations for writing this report’s two chapters of recom-
mendations included reviewing already existing research 
recommendations. Corresponding text passages from 45 
source documents that implicitly or explicitly position digi-
talization in the context of sustainability were condensed 
into compact statements in a qualitative-interpretive dis-
course analysis. The entire analysis, covering both action 
and research recommendations, is available for download on 
the WBGU website. In some cases, these recommendations 
are repeated several times in different sources. The results 
show that, internationally and nationally, there is currently 
a strong emphasis on research recommendations formulated 
from a technical perspective, and that direct references to 
sustainability are rarely explicit. The topics were structured 
in line with the categories of the stirring paper on digitaliza-
tion and sustainability, which preceded this report (WBGU, 
2018b). With the exception of the thematic block on know-
ledge, education and digital literacy, it is relatively rare for 
social and ecological research questions to be addressed; the 
same applies to important issues about the future such as 
the further development of humanity and associated risks. 
Some such approaches are formulated for AI research, which 
is addressed in the publications examined as follows:

 > researching the opportunities and risks of AI more closely;
 > ethical reflection as a prerequisite for research funding on 

AI;
 > more ethical and legal research on AI;
 > gearing AI research to the common good;
 > interdisciplinary research on AI standards;
 > establishing the precautionary principle for AI and robotics 

using technology-impact assessment;
 > proactively anticipating the dual use of AI and robotics, de-

veloping best practices;
 > using AI for a more ecological economy using green AI/

open ecological data;
 > more research on the use of AI in the world of work;
 > research on strategies against AI bias;
 > developing the international coordination of AI research;
 > evidence-based AI research;
 > no militarily motivated AI arms race in research.

The list shows that this text corpus, which is specifically 
tailored to the topic of the report, already addresses some 
approaches to sustainable digitalization research involving AI. 
In this chapter, the WBGU takes up these approaches in a the-
matically broader and more concrete form. It should be noted, 
however, that the previously analysed material can only be 
selective and is not representative, as further publications are 
constantly appearing. AI was chosen as an example topic at 
this point because it is a research area with a disproportiona-
tely fast rising number of publications (Fig. 10.3-1). In the 
last ten years, the number of AI publications has increased 
nine-fold, while the number of publications in computer sci-
ence has risen six-fold and the number in all disciplines has 
almost tripled, as the Scopus database shows. Although this 
database, despite its size, does not reflect the global research 
landscape in a representative way (corpus bias), statements 
on general trends can be made without any bibliometric or 
scientometric concerns.

AI publications mainly appear in computer science jour-
nals (Fig. 10.3-2). This suggests that a technology- and appli-
cation-oriented perspective dominates in which digitalization 
and sustainability are still (too) seldom linked. In view of the 
increasing use of AI technologies in core areas of society, the 
WBGU believes it would be desirable if the expected future 
growth of AI publications were to contain a higher proportion 
of AI publications produced outside computer science in a 
broader context and with an explicit consideration of sustai-
nability. With regard to interdisciplinarity, Figure 10.3-2 
shows a clear imbalance between AI-related publications wit-
hin and outside the computer sciences. 

9

8

7

6

5

4

3

2

1

0
1996 2001 2006 2011 2016

Computer sciences

All disciplines

AI

Year

Re
la

ti
ve

 g
ro

w
th

 in
 t

he
 n

um
be

r o
f p

ub
lic

at
io

ns
si

nc
e 

19
96

Figure 10.3-1
Growth in the number of publications on AI compared to computer science and publications as a whole.
Source: WBGU, own diagram based on the Scopus database
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 > The collection of data on the physical composition of 
the ICT hardware and an assessment of future 
resource needs for the development of technical 
infrastructures (servers, data centres, etc.) and devi-
ces, as well as the development of a global roadmap 
for phasing-out toxic substances.

 > Research into improved approaches to avoiding or 
reducing e-waste by resource-saving device develop-
ment, the optimization of product architecture, 
improved target orientation and accessibility of 
information about re-use (e.g. second-hand market, 
sharing and services) and repairability, and even 
material substitution and the development of biode-
gradable electronics (Section 5.2.5).

 > Development of innovative processes for the digi-
tally supported, safe and lucrative further proces-
sing of e-waste (remanufacturing), technical solu-
tions for recycling reusable materials from e-waste, 
such as strategic metals or rare earths, and the 
development and promotion of corresponding digi-
tal platforms in order to significantly increase levels 
of reuse and recycling. 

 > Social science research should contribute to soun-
ding out the theoretical and practical limits of the 
circular economy and assessing the need for further 
measures such as efficiency and sufficiency strate-
gies. In addition, scientific studies – incorporating 
nationally or regionally specific impact and success 
factors – on economic incentives to reduce the 
demand for products at the beginning of the design 

phase and to prolong product lifecycles are recom-
mended.

 > Research to determine and minimize the resource 
requirements and energy consumption of individual 
technologies, e.g. blockchain or deep learning; 
development of tools to analyse lifecycles taking 
these factors into account.

 > Early integration of behavioural sciences, e.g. envi-
ronmental psychology, into the research and 
development process of new technologies, since new 
solutions (e.g. smart homes or smart grids) do not 
automatically lead to more efficient use and resource 
conservation unless the motivation for behavioural 
changes is triggered (Schultz et al., 2015).

More specific recommendations on the relationship 
between digitalization and electronic waste can be 
found in Section 5.2.5. 

10.3.1.2 
Digitalization as a key factor in decarbonization 
The goals for climate-change mitigation agreed in the 
Paris Agreement require not only the decarbonization 
of the global economy, but also, in the long term, the 
actual removal of CO2 from the atmosphere (IPCC, 
2018). Research on digitalization's contribution to the 
global energy-system transformation should therefore 
be organized in a systemic way, i.e. going beyond the 
sectors of energy, mobility and heating. The WBGU 
recommends resolutely pursuing the vision of an energy 
system that is based 100% on renewable energies and 
enshrining it as a central research mission. A further 
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focus should be research into cost-effective and robust 
solutions for a reliable power supply in off-grid regions 
in emerging economies and developing countries. A 
wide variety of digital technology applications are of 
importance here, e.g. for mini grids based on renewable 
energies (IRENA, 2016). Finally, greater emphasis 
should be placed on the reliability and stability of the 
energy supply, as well as on privacy and data protection, 
in the course of digitalization. Furthermore, smart 
grids, smart meters and other intelligent applications 
lead to new complexities of energy supply and use, 
the implications of which are a further research 
topic. Specific recommendations on the impact of 
digitalization on climate-change mitigation and energy-
system transformation can be found in Section 5.2.6.

10.3.1.3 
Sustainable Industry 4.0 and resource-conserving 
industrial metabolism
The consumption of materials and energy should be 
digitally optimized, economically used, and based 
consistently on the circular economy and recycling. In 
addition to this, industrial metabolism – i.e. the material 
and energy flows connected with goods production 
– should be designed in such a way that the natural 
life-support systems are sustained, e.g. that significant 
contributions can be made to reducing greenhouse-
gas emissions. Within existing research initiatives on 
Industry 4.0, application-oriented proposals should be 
systematically developed for an improved coordination 

of material flows through the digital networking, 
control and monitoring of manufacturing processes. 
Above all, projects should sound out the potential of 
additive manufacturing processes (3D printing) for 
forms of goods production that conserve resources 
and offer improved recycling potential in logistics and 
material use. Beyond the research objectives of the 
sustainability-oriented, further developed digital co-
ordination of industrial value chains, ideas should 
be generated on how completely new, regenerative 
'technical ecosystems' of digitalized goods production 
can be established (Moreno and Charnley, 2016). 
Research should also be carried out into ways of using 
ICT (e.g. IoT) to improve links between production-, 
product- and use-related data within cross-company 
value-added systems, and to evaluate them using AI in 
order to identify new potential in a circular economy 
for a comprehensive tracking and monitoring system 
of resource flows – and to market these via digital 
platforms. More specific recommendations on the 
influence of digitalization on industrial metabolism can 
be found in Section 5.2.1. 

10.3.1.4 
Research on digitalization for global food security 
and nature conservation 
Research and development on the digitalization of 
agriculture should be oriented towards the goal of 
globally sustainable land use. Germany's Federal 
Government should launch a research programme on 

Box 10.3-2

Arenas of digital change 

Further research recommendations are made on various 
topics in the arenas of digital change (Chapter 5). Here is an 
overview of the topics with the corresponding references to 
make them easier to find.

 > Sustainable Industry 4.0 and circular economy – how di-
gitalization changes industrial metabolism (Section 5.2.1)

 > New forms of (digital) economy: new approaches to sustai-
nable management in the Digital Age (Section 5.2.2)

 > Digitalization of consumption and sustainable consump-
tion behaviour: promotion of solidarity-based lifestyles 
(Section 5.2.3)

 > Sustainability in online trading: status quo and future pro-
spects (Section 5.2.4)

 > Digitalization as the cause and solution of the problem of 
electronic waste in the context of a (global) circular econo-
my (Section 5.2.5)

 > Digitalization for climate-change mitigation and the ener-
gy-system transformation (Section 5.2.6)

 > ‘Smart City’: sustainable urban development with digitali-
zation? (Section 5.2.7).

 > Sustainable urban mobility in the Digital Age (Section 
5.2.8)

 > Precision agriculture: the next step towards industrialized 
agriculture? (Section 5.2.9).

 > Digitalization in agriculture in developing countries (Sec-
tion 5.2.10)

 > Digitally supported monitoring of ecosystems and biodiver-
sity (Section 5.2.11)

 > Digitalization as an opportunity to promote a collective glo-
bal awareness of sustainable development (Section 5.3.1)

 > Digitalization and public discourse: the end of rational argu-
mentation or the chance of a global agora? (Section 5.3.2).

 > Challenges of the scoring society (Section 5.3.3)
 > From education for digitalization and sustainable develop-

ment to future-proof education (Section 5.3.4)
 > Public-service ICT as part of basic public services (Section 

5.3.5)
 > Digital technology as a gender-bender? (Section 5.3.6).
 > Quantified self: between empowerment and control loss 

(Section 5.3.7)
 > International division of labour and digitalization: conse-

quences for developing countries and emerging economies 
(Section 5.3.8)

 > Sustainable working environments of the future (Section 
5.3.9)

 > Digital commons (Section 5.3.10)
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sustainability, resource conservation and diversity 
in agriculture (e.g. crop rotations, biodiversity) using 
digital solutions. In particular, the focus should be 
on the potential benefits and risks of a digitalized 
industrial agriculture, a decidedly sustainable precision 
agriculture, and the framework conditions and in-
centives that this requires (Section 5.2.9). 

In the context of developing countries and emerging 
economies, the potential for efficiency gains in 
smallholder agriculture should be explored through 
improved access to information and knowledge and 
the removal of barriers to the adoption of digital 
innovations at the level of smallholder and medium-
sized farms (Section 5.2.10). 

Given the rapid pace of technological development, 
the medium- to long-term potential benefits and risks 
of digitally supported nature conservation have not yet 
been sufficiently researched (Section 5.2.11). The focus 
should be on contributions to global and comprehensive 
biodiversity monitoring (e.g. remote sensing, tracking, 
image recognition and analysis, data management) and 
on digital support for practical nature conservation 
(e.g. inventories of endangered ecosystems and species, 
combating poaching). 

10.3.1.5 
Use digitalization for sustainable urban develop-
ment 
In its last flagship report (WBGU, 2016a: 451 ff.), the 
WBGU presented comprehensive research proposals 
on sustainable urbanization and referred to techno-
logical transformation processes (WBGU, 2016a: 51 
ff. and pages 53, 54, 393 and 399). Urban areas have 
become the central organizational form for almost all 
human societies, and each is seeking 'its own way' 
towards a sustainable future. In order to integrate 
digital solutions and use digital modelling, simulation 
and prognosis for urban sustainability, funding should 
be provided for empirical (case) studies and real-world 
laboratories that look critically and constructively at the 
economic, social and ecological implications of digital 
smart-city and smart-community approaches and study 
them empirically and in detail on location. In the same 
way, international comparative studies on significant 
differences in motivation, measure portfolios, actor 
structures and implementation dynamics of smart-city 
approaches in different countries or regions should be 
conducted to advance international learning processes 
on sustainability issues in urban strategy and project 
development. There should be a special focus on the 
contribution of different ICT applications (e.g. for 
mobility, housing, work, security, environmental 
monitoring) to achieving environmental objectives 
and on their acceptance, the aim being to assess their 

potential for use and dissemination across different 
population strata. For only if the new digital possibilities 
are used widely can significant digitalization-related 
environmental effects be achieved (e.g. savings in 
energy and water requirements, more efficient use of 
many other material resources, emissions reductions). 
The development of technology is currently taking 
place mainly in industrialized countries; however, 
just under 90% of urban population growth up to 
2050 is expected to take place in Asia and Africa (UN 
DESA, 2014). Therefore, digital technologies for urban 
development should be studied against the background 
of different contextual situations and cultural areas. In 
this way, best practices can be identified and sustainable 
solutions implemented. More specific recommendations 
for action on sustainable urban development through 
digitalization can be found in Section 5.2.7.

10.3.1.6 
New development models for developing coun-
tries and emerging economies
There is a need for research into the question of which 
new development models might arise for developing 
countries and emerging economies in the course of 
digitalization. Digital technologies can, for example, 
help overcome institutional problems in developing 
countries and emerging economies or open up access to 
markets and necessary services (e.g. financing). In this 
context, research needs to be done to determine which 
instruments of innovation and economic promotion 
can be used to establish or secure the inclusion of 
these countries in the digital economy. Initially, the 
conditions should be studied under which developing 
countries and emerging economies can exploit this new 
development potential for themselves. It would also be 
necessary to analyse what development cooperation 
(DC) can achieve in terms of possible new develop-
ment models and opportunities. Similarly, the effects 
of digitalization on trade structures and the division of 
labour, and thus, in a broader sense, on a fundamental 
development model of recent years, are not clearly 
foreseeable to date. Studies have hitherto been 
limited to the presentation of individual cases. There 
is therefore already a considerable need for research 
on the fundamental question of the future and future 
design of global value chains and the international 
division of labour. Moreover, further recommendations 
for action, also for future DC, would also require a 
deeper understanding of the factors that determine 
whether and when work steps are automated and, for 
example, relocated back to industrialized countries 
(Section 5.3.8). At the same time, digitalization enables 
a more intensive exchange of research results and 
processed experience (GIZ, 2017: 11), which, in the 
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WBGU's view, should be promoted particularly to 
make digitalization sustainable in developing countries 
and emerging economies and to encourage specific 
innovation in local contexts.

10.3.2 
Research for digitalized sustainability societies 

The overarching line of research entitled 'Digitalized 
Sustainability Societies' should deal with the question 
of how societies can interpret the system-changing 
impact of digitalization on the Earth system, society, 
economy, human beings and technology, make it 
sustainable and counter any emergences that occur.

10.3.2.1 
Work in the future: develop new forms of inclusion 
At present, it is mainly gainful employment that 
ensures broad societal and economic inclusion: at the 
same time, it is of key importance to many people's 
self-esteem. The partial substitution of manual 
and intellectual gainful employment by intelligent 
machines thus touches on very profound aspects of 
societal cohesion and personal life. It raises questions 
about further developed forms of work, for example a 
shift in emphasis to social work, but also about possible 
alternative life goals, styles and designs. Up to now, 
not enough ideas have been developed on alternative 
and simultaneously incentive-compatible mechanisms 
of distributing work, income and prosperity that offer 
suitable incentives for participation in society and the 
economy as well as for (further) education, research 
and development; the broader societal implications 
of such mechanisms have not been examined either. 
Furthermore, there is the question of the political 
consequences of a societal change caused by a further 
developed understanding of work; e.g. what might 
be the consequences of ensuring economic inclusion 
via broad redistribution mechanisms for the stability 
and functioning of democratic political systems? The 
specific challenges in developing countries and emerging 
economies, and changes in the international division of 
labour, should be described in more detail and taken 
into account when studying these questions. More 
specific recommendations on the field of digitalization 
and work can be found in Sections 5.3.8 and 5.3.9.

10.3.2.2 
Develop financing concepts for the state and social 
systems
Today, the financing of state systems is still 
predominantly based on the taxation of the (hitherto 
primarily immobile) factor labour. The social security 

systems in many countries are also institutionally 
coupled to gainful employment. Existing tax and 
contribution systems must be fundamentally reviewed, 
both with a view to the future efficiency and financial 
room for manoeuvre of the state and social security 
systems, and with a view to possible distortions of the 
price of labour compared to production factors such as 
(financial) capital or data. At the same time, there is 
a considerable need for research into how alternative 
systems of taxation can be designed that preserve 
the state's financial leeway for action if, in the course 
of digitalization, value creation shifts further to in-
tangible assets such as data, human labour becomes 
more easily substitutable and even more mobile, or if, 
in the extreme scenario, human labour is completely 
performed by machines (Section 5.3.9).

10.3.2.3 
Research on the design of human-machine inter-
actions 
The WBGU recommends early and comprehensive 
research into the possible effects of interaction with 
(partially) autonomous technical systems. Possible 
research questions are as follows: How must such 
systems be designed to support desirable inter-
action and what possible negative implications need 
to be considered? Living together with autonomous 
systems raises diverse questions about the effect of 
interaction with such systems: what forms of inter-
action are desirable? How must systems be designed to 
promote appropriate and safe interactions and prevent 
dysfunctional interactions? Which groups need to be 
differentiated (e.g. children or mentally handicapped 
persons)? Social sciences, especially psychological 
research, must be integrated into socio-technical 
developments at an early stage.

10.3.2.4 
Technical and experimental impact assessment for 
dealing with major uncertainties
Due to the dynamics of digital transformation processes, 
dealing with uncertainties, for example unexpected 
or unintended side effects (or 'unseens'), poses a 
particular challenge. The WBGU recommends testing 
innovations and (new) regulatory instruments in real-
world laboratories in a temporary, spatially delimited, 
legally adapted (experimental clauses, special permits, 
etc.) and well-secured field with open-ended results 
(Box 10.3-3). 

In addition to real-world laboratories, further 
experimental spaces should be strengthened (e.g. 
governance barcamps), which are explicitly focused on 
considering possible consequences. The development 
of capacities for IT-oriented governance research and 
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IT-supported governance formats is of great importance 
here. 

10.3.2.5 
Research on sustainable handling of data
The effects of the European General Data Protection 
Regulation (EU-GDPR) in practice should be empirically 
tested and proposals for further development 
elaborated. For example, there should be research on 
how data-access regimes or a data-sharing obligation 
might be designed in detail. The technical, procedural 
and regulatory requirements for protecting personal 
data must be taken into account here, also with a view 
to the risk of the future 'de-anonymization' of currently 
non-personal data. What form should monitoring 
by corresponding supervisory authorities for digital 
products and services take, e.g. with regard to the 
enforcement of data obligations, data protection, data-
security standards or possible discrimination against 
users? There should be studies on how to identify, 
measure and trace the added value of data availability 
and the availability of certain digital products and 
services for society and the public. Research should 
also be conducted into how public, data-based goods 
(Section 5.3.10) can be made available in sufficient 
quality and quantity.

10.3.2.6 
Research on social platforms
New developments in social platforms should be 
continuously accompanied by research, e.g. with a 
view to how group dynamics, self-representation or 
the sharing of personal information (e.g. fitness and 
exercise data on fitness platforms, opinions or similar 
private information) can affect people's well-being, 
quality of life and social interactions (Section 5.3.7). 
In addition, there should be research on which quality 
criteria are to be applied to social platforms, their 
services and applications, and how these are to be 
communicated, checked and improved. Both here and 
in general, targeted education (Sections 5.3.4, 9.1.4) 
and corresponding educational research are needed to 
enable people to deal competently and responsibly with 
new technologies and the high dynamics of (technical) 
progress. The possible impacts of social platforms on 
sustainable and environmentally conscious behaviour 
should also be explored in greater depth (Section 5.2.3).

10.3.2.7 
Educational research on empowering the indivi-
dual in the sustainable Digital Age
In order to teach transformation knowledge and action, 
the WBGU recommends investigating how (digitalized) 
educational measures can promote knowledge and action 

for the Great Transformation (WBGU, 2011), ideally 
through an institute for educational research on and in 
the digitalized sustainability era. This would focus in 
particular on research to promote creativity, cooperation 
and innovation as well as environmental awareness 
and futures literacy. Transformative education needs 
to be strengthened to constantly expand the ability 
to reflect. Parallel to this, further spaces for reflection 
could be created within the framework of collaborations 
with existing institutions, for example in the fields of 
science fiction, art, culture and the integration of forms 
of knowledge. Furthermore, research is needed to 
enable the inclusion of disadvantaged groups with the 
aim of investigating and evaluating which digitalized 
educational opportunities also make it possible to 
include disadvantaged groups (particularly with regard 
to gender, age, origin) and how knowledge acquisition 
can be digitally promoted. Support should also be given 
to studies that address the impact of digitally mediated 
content on learners' skills. This is very likely to require 
a shift in the focus of education policy. Abilities must 
be strengthened that empower people to lead a self-
determined, meaningful life without today's labour-
market structures. These skills include social-inter-
action skills, empathy, creativity, keen perception and 
an ability to adapt quickly (in the sense of a well-
developed ability to react to unexpected events, etc.), 
but not so much the ability to teach detailed knowledge. 
More specific recommendations on education in the 
Digital Age can be found in Section 5.3.4.

10.3.3 
Research on the future of Homo sapiens 

A superordinate line of research entitled 'Research 
on the future of humankind and the preservation of 
human dignity' should deal with the question of where 
the limits of old and new ideas on what it means to be 
human lie, in view of the interdependence of humans 
and technology and the design of machines with 
(initially supposed) human characteristics. As a general 
rule, individuals or groups who wish to evade digital 
developments should also be taken into account in all 
future developments; this also applies explicitly with 
regard to research ethics.

10.3.3.1 
Digital anthropology: how is the idea of what it 
means to be human changing?
In the Digital Age, being human is itself becoming a 
topic of sustainable development. The physical and 
social fusion of humans with digital technology on 
the one hand, and the humanization of technology on 
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the other, raise the question of the conditio humana 
in a new and controversial way. In philosophical 
thinking beyond anthropocentric humanism with the 
human being at the centre, it therefore needs to be 
continuously analysed in the future how the concept 
of what it means to be human develops dynamically 
in relation to the environment and increasing technical 
possibilities (Coeckelbergh, 2013, 2017, 2018), in 
order to be embedded into the real world or into its 
'natural' body. The WBGU strongly recommends that 
human dignity (Chapter 2) be placed at the centre of 
corresponding anthropological and ethical debates and 
enshrined in responsible research and development. 

10.3.3.2 
Research the effects of digitalization on cognition, 
emotion and social life
Since digitalization, and in particular the many forms 
of interaction between humans and machines, will 
continue to influence key aspects of life such as 
cognition, emotion and social life in the future, it is 
necessary to conduct and provide targeted funding for 
interdisciplinary research into these aspects (SVRV, 
2017: 17 ff.). Behavioural changes at the psychological 
and social levels must be systematically investigated 

in this context. In the WBGU's view, this should also 
be explicitly done in a positive sense for sustainable 
purposes, such as promoting a 'global awareness 
for sustainable development' (Section 5.3.1). Other 
relevant issues include the effects of multitasking 
(especially in children) on cognition (i.e. processes of 
attention, remembering, thinking, problem solving and 
creativity), the influence of digital media use (e.g. social 
networks) on the sense of social belonging and emotion 
management, and the effects of workplace surveillance 
and health and safety in times of the technologization 
of human beings.

10.3.3.3 
Exploring the future of human civilization 
In the course of increasing international networking, 
the WBGU recommends using an interdisciplinary 
approach in order to research emerging risks to human 
civilization. In general, in view of the dual-use character 
of technologies such as AI and robotics, responsible 
innovation, research on ethics, technology-impact 
assessment and proactive technological change must be 
expanded internationally in line with the precautionary 
principle. To this end, new international cooperation 
formats should be researched, also taking into account 

Box 10.3-3

Real-world laboratories

There are no universally valid blueprints for making global 
digital transformation sustainable in the diverse areas of life. 
In view of the many unpredictable and rapid technological 
developments, this creative process remains a search and 
learning process involving many uncertainties. The special 
challenges of digital change are, on the one hand, that it 
affects societies in a complex way, so that foreseeable effects 
take place beyond established forecasting areas. On the other 
hand, it is necessary to shape and regulate before all the 
effects are foreseeable. In these real-world conditions, it is 
important that Europe's digital innovative capacity is geared 
towards the sustainable development goals. In view of these 
challenges, the WBGU recommends that the EU set up 'Euro-
pean labs for a sustainable and digital future'. In real-world 
labs, scientists and actors can experiment and try things out 
to jointly generate knowledge and work out problem solu-
tions on how best to make the digital transformation sustai-
nable. Real-world labs make it possible to experiment with 
innovations within a protected framework and, at the same 
time, gain more comprehensive knowledge faster. 
Real-world labs (also known as 'living labs' or 'citizen science 
projects') are currently being carried out in several European 
countries; some of them are transnational (Deutscher Bun-
destag, 2018). Real-world labs have not yet become establis-
hed at the EU level, although they offer significant opportu-
nities for further developing a European vision, strengthening 
European innovation, and improving quality of life for Euro-

pean citizens. In the research context, European real-world 
labs could be linked to the activities of the European Institute 
of Innovation and Technology (EIT) within the framework of 
Innovation Communities (such as 'EIT Climate-KIC'). In addi-
tion to further developing the EIT's existing transdisciplinary 
innovation and research approaches into holistic European 
real-world labs, the WBGU also recommends setting up such 
laboratories on new topics, such as the sustainable future of 
work.

Real-world lab on the 'Sustainable Future of Work'
Labour markets are an important guarantor of social inclu-
sion. Especially younger population groups and migrants are 
increasingly affected by new employment and work realities, 
such as new work, platform-based employment contracts, 
and the blurring of working hours and work location in gain-
ful employment. This opens up both opportunities and risks 
for a person's quality of life, for social cohesion, and for the 
orientation towards a future-proof concept of sustainable 
work (Section 5.3.9). A European real-world lab on the 'Sus-
tainable Future of Work' could experiment with new forms of 
social security (e.g. ecological transformation income; Swa-
ton, 2018) and organization under labour law that also take 
into account the special challenges of transnational working 
and living environments in the EU. The real-world lab would 
thus also play a pioneering role in the ongoing expansion of 
the EU's social pillar. At this interface of sustainability and 
digitalization challenges, it is necessary to pool the energies 
of science, business, university and college education, and 
civil society in order to test new future models.
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limits of development that will become necessary in the 
future. 

Timely implementation of the recommendations for 
action and research will make it possible to exploit the 
potential of digital change for the Great Transformation 
towards Sustainability and to contain its risks. This 
WBGU report is intended as an stimulus for long-
awaited discussions and initiatives on all levels and 
with all actor groups.



10 Research recommendations



The German Advisory Council on Global Change 
(Wissenschaftlicher Beirat der Bundesregierung Globale Umweltveränderungen – WBGU) 

The WBGU is an independent, scientific advisory body to the German Federal Government set 
up in 1992 in the run-up to the Rio Earth Summit. The Council has nine members appointed for a 
term of four years by the German Federal Cabinet. The Council is supported by an interminister-
ial  committee comprising representatives of all ministries and the  German Federal Chancellery. 
The Council’s principal task is to provide scientifically-based policy advice on global change 
 issues. The Council:

 > analyses global environment and development problems and reports on these,
 > reviews and evaluates national and international research in the field of global change,
 > provides early warning of new issue areas,
 > identifies gaps in research and initiates new research,
 > monitors and assesses national and international policies for the achievement of sustainable  

development,
 > elaborates recommendations for action, and
 > raises public awareness and heightens the media profile of global change issues.

The WBGU publishes flagship reports every two years, making its own choice of focal themes. In 
 addition, the German government can commission the Council to prepare special reports and 
policy papers. 

More at: www.wbgu.de

ISBN 978-3-946830-21-4




